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Executive Summary
In the framework of the Horizon 2020 Program, the EU proposes and demands that supported
research projects reach society, promoting their value and the benefits derived from the technological
and scientific activity through public funding returned to society.
In short, communication and dissemination have become a key asset for their strategy research
projects. It is necessary to show how European innovation and research projects are contributing to
an “innovative European Union”, and at the same time, which type of projects are funded and what
the results of such an investment are.
The main purpose of deliverable D7.3 is to describe the Communication Strategy of TREDISEC, to
give visibility to the entire process and evolution of the project, as well as to its major achievements.
This report includes a social and economic context about cloud security, and breaks down the
pursued objectives, defining a set of indicators to measure the grade of achievement.
Following, the document identifies the target groups, and defines the key messages that will be the
foundation and guidelines of each communication action. These key messages are exposed from
different points of view. Once our audience and the dedicated key messages are defined the
deliverable describes the tools we are going to use to disseminate the selected messages among the
audience.
Finally, an action plan is shown, with specific actions for each year of the project defined according to
the stated objectives. The proposed schedule is aligned with the Horizon 2020 guidance.
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Glossary adopted in this document


Communication and Dissemination: Communication activities are wider and more general
than dissemination activities. Communication is targeted at general public (including citizens),
industry and research community as a whole, while dissemination is targeted at more specific
groups with a well-defined mission usually related to research and academic fields.



End-to-end security: only end-users have access to their data and no-one else.



Functional vs Non-functional requirement:
a non-functional requirement is
a requirement that specifies criteria that can be used to judge the operation of a system,
rather than specific behaviours. This should be contrasted with functional requirements that
define specific behaviour or functions.



Security primitive: cryptographic algorithms that are frequently used to build cryptographic
protocols for computer security systems.



Multi-tenancy: refers to software architecture in which a single instance of software runs on
a server and serves multiple tenants. A tenant is a group of users who share a common
access with specific privileges to the software instance.



Verifiability: enables a client to verify the response of a remote computation with respect to a
(un)known program and (un)known inputs.

Acronyms used in this document
ABAC: Attribute-Based Access Control
EU: European Union
GDP: Gross Domestic Product
IT: Information technology
FP7: Seventh Framework Programme
GA: Grant Agreement
KPI: Key Performance Indicator
Q&A: Questions and Answers
SME: Small and Medium Enterprise
TREDISEC: Trust-aware, REliable and Distributed Information SEcurity in the Cloud
WP: Work Package
XACML: eXtensible Access Control Markup Language
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1 Introduction
1.1

Purpose and Scope

Despite the obvious importance of storage security in cloud computing environment, the research
community has so far somewhat neglected the conflict resulting between security and efficiency.
TREDISEC has an innovative and ambitious approach to this problem, and wants to develop tools
and systems to enhance the confidentiality and integrity of data outsourced to the cloud without
affecting functionality, and storage efficiency.
Therefore, one of the main challenges of TREDISEC is making its pursued innovative advances
accessible to policymakers and industry, and to show them how the results of the project can help
them to build more profitability products in the cloud, improving security and efficiency.
In a wider approach, TREDISEC is defined in a cloud computing context. In order to have a larger
scope, it is important to position TREDISEC as a player in the cloud environment, but focused in the
security field. Currently, cloud computing has receiving plenty of attention by specialized media in
technology, which is a big opportunity to divulge TREDISEC results, and to be well known beyond the
security niche.
This document tackles the communication strategy that has been designed, regarding:
a) the importance of the cloud computing sector in the current technological context;
b) the potential utility of TREDISEC for industry;
c) the marked nature of innovation of the project.

1.2

Relation with other project work

The D7.3 deliverable is part of the activities of Work Package 7 – “Communication, Dissemination,
and Exploitation” that leads the work of bringing the results of the project to market and to let
interested stakeholders know the relevant information about its research.
In particular, D7.3 is closely related to the following WP1 and WP7 deliverables:


D1.1 Project Quality Assurance Plan
This deliverable will provide guidance to the project partners for common terminology,
structure and processes and will help establishing and maintaining an efficient project
management.



D1.5 Innovation Strategy and Plan
This document establishes the strategy, processes, milestones and role assignments to
ensure an innovation-driven research and that development work is performed during the
entire project duration.



D7.1 TREDISEC public website
This deliverable describes the TREDISEC website, its current state, and summarises the
used web technology.



D7.2 Dissemination plan
This deliverable describes the plan for the scientific dissemination activities to be carried out
during the entire project lifetime.



D7.4 First Dissemination and Communication activities reporting
Dissemination and Communication activities will be defined in this deliverable.
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D7.5 Second Dissemination and Communication activities reporting
Dissemination and Communication activities will be defined in this deliverable.



D7.6 Final Dissemination and Communication activities reporting
Dissemination and Communication activities will be defined in this deliverable .

D7.3 is a public document, and it will be made available on the project website.

1.3

Structure of the document

This report provides a framework for delivering the TREDISEC goals, strategies and outcomes
1. Section 1 Introduction
2. Section 2 describes the communication strategy according to the main aspects selected by the
EU in the framework of H2020.
Following the H2020 guidelines, this document defines:


the main objectives of the project;



the target audiences;



the key Messages;



the communication channels and means;



the action plan.

3. Section 3 concludes the report by providing the most relevant statements and a summary of
the resulting strategy.
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2 Communication strategy
We define the communication strategy as the combination of rules that are going to guide the
information flow from the project towards the outside world.
This process will be the result of answering the following questions. Each question is tackled in a
separate section as follows:


Where? “Social and economic environment”



Which? “Main goal, specific objectives vs KPIs”



Who?

“Target audiences”



What?

“Key Messages”



How?

“Communication channels and means”



When?

“Action Plan”

2.1

Social and economic environment

2.1.1 Social context
Due to its exponential growth in recent years, cloud computing is no longer considered as an
1
emerging technology. However, it cannot yet be considered a mature and stable technology either.
Cloud market is in a growth stage:


Adoption and innovation are on the rise and enterprises are experiencing the promised
benefits. However, roles and responsibilities are still unclear, especially in the areas of data
ownership and security and compliance requirements.



Public and private sector organisations are switching to cloud computing. A study by KPMG
found that a majority of organizations had already begun adopting some form of cloud
technology. The studies respondents expected to move even more business processes to the
2
cloud in the future.



The expected cumulative economic effects of cloud computing between 2010 and 2015 in the
five largest European economies alone are around € 763 Billion. The cloud economy is
growing by more than 20% and could generate nearly € 1 trillion in GDP and 4 million jobs by
3
2020 in Europe, with the support of the right policy framework.

Security, privacy and compliance are the main inhibitors of cloud adoption according to the 2014
4
North Bridge study . Although security declined as an inhibitor in 2013, to 46%, it rose again in 2014,
to 49%.

1



The privacy inhibitor increased from 25% in 2011 to 31% in 2014.



Regulatory and compliance concerns become an inhibitor for over 33% of the North Bridge
survey respondents.



Interoperability dropped 46% as an inhibitor.

CSA, “Cloud Computing Market Maturity” July 2015
Computing-Market-Maturity_whp_eng_0715.pdf

https://downloads.cloudsecurityalliance.org/assets/research/collaborative/Cloud-

2

KPMG, “The cloud takes shape,” February 2013, https://www.kpmg.com/FR/fr/IssuesAndInsights/ArticlesPublications/Documents/the-cloudtakes-shape.pdf
3
4

European Commission, Cloud Computing Unit, “Establishing a Trusted Cloud Europe”
North Bridge, “Cloud Computing Survey” http://www.northbridge.com/industry-largest-cloud-computing-survey-reveals-5x-adoption-saas
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Concern about lock-in is an inhibitor for 29% of the respondents.



Network bandwidth is an inhibitor for 25% of the respondents.



Concern about reliability decreased from 30% to 16%, between 2011 and 2014.

(PU)

2.1.2 Regulatory context
Politicians are often driven to build cloud services by a desire to improve innovation and create
employment. There is also a strong urge in Europe to create cloud services with a different framework
from those emanating from the USA: one where integrity is apparently more important than
commercial considerations. Few EU countries have so far developed a national cloud computing
strategy, and the level of development varies significantly among them: in several countries local
public administrators are developing cloud strategies or launching test bed projects; in others, cloud is
not even considered as an option.
The EU is willing to support the development of the cloud adoption in Europe for the sake of fostering
efficiency savings, creating more flexible services, and focusing more on the interest of business and
citizens.
st

The ambitions for the 21 century are the creation of interoperable, scalable public services. These
are in line with the needs of a mobile population and business that benefit from the forecasted
European digital single market. A cloud computing strategy is in line with the objective of a unique
European digital market, where bureaucracy is clearly reduced.
The adoption of cloud computing in the government sector is very heterogeneous in Europe. This
slow take-up is due to many issues related to security, loss of control, data protection and
5
awareness. In the survey made for a study by ENISA , 58% of the interviewed experts stated that
loss of control of data and resources is one of the main barriers to cloud usage by governments
take-up.
Another barrier is the possibility to locate data and resources outside the country. This fact is
often perceived as a threat for public bodies and national governments. The definition of a regulatory
framework for data location can reduce the risks of objections from the governmental users, but the
most critical concern for data protection is to ensure the security of data more than the
location of data.

2.1.3 Industrial Context
Enterprises are experimenting with cloud computing and trying to determine how cloud fits into their
business strategy. For some, it has become clear that the cloud technology can be an enabler for new
process models that can transform the business and add to their competitive advantage. A great
number of enterprises have adopted some degree of cloud technology; however, the depth of
adoption remains limited. Uncertainty in the economic environment has affected the consistent
increase in the utilization of cloud services, which has fuelled more pay-per-use than pay-at-once
models.
6

In a survey conducted by the European Commission’s Eurostat statistics service , 19% of EU
enterprises used cloud computing in 2014. They deployed it mostly for hosting their e-mail systems
and for storing files in their electronic form.


5

39 % of cloud users reported the risk of a security breach as the main limiting factor in the
use of cloud computing services. This reason scored highest both for large enterprises and
SMEs, (57 % and 38 %, respectively).

ENISA, “Good Practice Guide for securely deploying Governmental Clouds” February 2014

file:///C:/Users/A602391/Downloads/Good%20Practice%20Guide%20for%20securely%20deploying%20Governmental%20Clou
ds-Annex.pdf
6

Eurostat,
“Cloud
computing,
statistics
on
the
use
of
enterprises”
explained/index.php/Cloud_computing_ _statistics_on_the_use_by_enterprises

February´14

http://ec.europa.eu/eurostat/statistics-
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A similar proportion (42 %) of those not using the cloud reported insufficient knowledge of
cloud computing as the main factor that prevented them from using it.
One in three SMEs (32 %) using the cloud reported this as a limiting factor, as compared with
less than one in five large enterprises (17 %).
Another important barrier is related to the location of data. Cloud services are often hosted
in one country and consumed in others. Service providers may use data centres scattered
around the globe. Hence, enterprises using the cloud may feel uncertain about the location of
their data. In addition, there may be issues of legal jurisdiction in the event of dispute and
uncertainty about the applicable law. Both factors were reported as limiting the usage of cloud
computing, particularly for large enterprises already using the cloud (46 % for both).

See Figure 1 Factors limiting enterprises from using cloud services.

Figure 1 Factors limiting enterprises from using cloud services
7

The EU Cloud strategy and the vision produced by the European Cloud Partnership (ECP) both
stress the importance of facilitating the adoption of cloud computing by SMEs, because they stand to
gain most from cloud computing and they are an important driver for innovation and growth in the EU.
Cloud computing can offer SMEs many business advantages: Cloud services typically adopt the “pay
as you go” model, which may be an attractive cost structure for an SME, online collaboration is often
easier in the cloud case as access is warranted to users from various physical locations, and various
end-user devices, etc.
The communication strategy has to be aligned with the needs of the current cloud timing that is
happening in the EU in order to:


provide guidance for SMEs to understand all the information security risks and opportunities
of cloud computing;



explain how TREDISEC will contribute to the solutions to the main problems that are delaying
the cloud adoption in the EU, as the risk of a security breach;



explain to cloud providers how TREDISEC could be an opportunity in order to better know
and to improve the key challenges of the end-to-end security in cloud environments.

7

ENISA “Cloud Security Guide for SMEs” April 2015 https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/security-forsmes/cloud-security-guide-for-smes
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Main goal, specific objectives & KPIs

2.2.1 Main goal
The main objective is to explain how TREDISEC can provide security and trust, while improving
efficiency in the cloud for relevant industry, end users, and public organizations. Furthermore, a wide
audience (not necessarily specialist), in connection with the new communication guidelines of the
H2020 programme, should be reached.

2.2.2 Specific objectives
1. to raise the awareness for the need for research in cloud security;
2. to raise the awareness for the importance of TREDISEC for society and business;
3. to make known the effort of the EU in pushing the investment in technological projects, such
as TREDISEC, that span technical, societal, and economical benefits for European citizens;
4. to promote the project achievements and emphasize the innovation advances as a key
feature of TREDISEC;
5. to enhance the reputation of the consortium members;
6. to support exploitation of the TREDISEC results and ensure that project outcomes will be
taken into production.

2.2.3 Objectives linked to KPIs
The relevance of the project will be assessed by looking at their perception and impact. This is done
in two ways: firstly, by measuring the communication production, i.e. the quantity and frequency of
communication activities of the consortium members; secondly, by putting a special emphasis on the
quality of these activities, i.e. the specialized research capacity shown and the resulting impact, for
example as follow-up opportunities that may arise.
With this purpose, we have defined a set of KPIs associated to our own means and external means,
to measure the degree of achievement of each objective. The following are tools to measure the
quantity and quality (in terms of impact) of the communication activities:

1. Own Means:
In this section, we describe TREDISEC’s means owned by the consortium; these do not depend on
third parties. The selected KPIs which will measure the relevance and quality of the activity will be
higher when the consortium deploys more activities, because it depends to a large extent on its
proactiveness. The own means will be the result of the consolidated communication plans of the
entire consortium.
It includes any corporative tool or activity internally arranged by a member of the consortium such as
any communication activity in the official website, in corporative websites, and in social networks.
Furthermore, our capacity to bring audience to events, workshops and presentations organized by the
consortium companies.

2. External Means
In this field, we take advantage of the huge opportunities organized around cloud security and
technological research.
Society never paid so much attention to technological research as at the current moment. A myriad of
events, publications and websites exists with the end of bringing contents and information related to
technological advances to a wider audience. Thereby, different points of view are covered: research,
industry, educational, leisure. It´s essential for our communication objectives to pay attention to the
upcoming communication opportunities.
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KPIs

Own means

1

Events organized by the consortium

2

Collaboration with other related
projects and initiatives (nature and
quality)

3

4

5

Publications in corporative journals
Platform web: Official website + social
media accounts
Use of social media consortium means:
Corporative blogs/ website, social
media accounts.
Dissemination material






Number of own events organized
Metrics about the audience
Number of attendees (estimated/ registered)
Cross-references in other dissemination means (blogs,
websites, etc)



Peer reviewed publications



Publications co-authored with at least one author
external to the project



Joint-workshops, joint-networking sessions



Number of published articles in corporative journals.



Mentions in different type of media addressed to the
general public: Blogs, specialized websites, journals



KPIs website (see Section 2.6.2)



Statistics Social Networks (see Section 2.6.2)



Number of publications in consortium means



Number of graphic material produced: leaflets, posters,
videos



Number/ Type of opportunities of exhibition/ delivery of
graphic material



Number of attended conferences where presenting the
project results/ concepts



Number of invited talks



Number of invited talks



Number of published articles in non-corporative journals



Mentions in different type of media addressed to the
general public: Blogs, specialized websites, journals.

External means
1

Presence of the project in events of
relevance and high impact

2

Number of talks and presentations
given to a specialized audience, in
sessions/ events set by third parties

3

Publications in media addressed to the
general public.

4

Interviews to project members



Number of interviews to project members

5

Social media



Number of mentions in other online media: Websites,
Social networks, etc.

Table 1 Dissemination KPIs

These KPIs will be properly reported, in the deliverables designed for this purpose D7.4, D7.5, and
D7.6.

2.3

Target audiences

TREDISEC communication strategy aims at targeting 5 major audience groups:

Target audience 1: Public bodies and European Union policymakers
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Cloud computing offers a host of potential benefits to public bodies such as local and regional public
administrations, agencies, local healthcare authorities, etc., including scalability, elasticity, high
performance, resilience and security together with cost efficiency.
It could enable and simplify citizen interaction with government by reducing information processing
time, lowering the cost of government services and enhancing citizen data security. Furthermore,
managing big data to increase quantitatively and qualitatively the number of services (such as Smart
Cities) is enabled through the usage of cloud platforms.
European Union policymakers that decide on appropriate policy and economic incentives,
legislative measures, awareness-raising initiatives, etc., of cloud-computing technologies for
governments and public administrations, are included in this group too.
National governments should prepare a strategy on cloud computing in the context of a wider EU
approach. They should consider the security and resilience implications that such service delivery
models would have on regarding their national economies and services to citizens over the next 10
years.

Target audience 2: Cloud providers and Cloud VAS (ValueAdded Services –
including security)
Cloud providers are trying to achieve an early understanding of the needs and requirements of public
and private organizations to be able to develop cloud services that are in line with these. This is
important, because their survival depends on meeting user expectations. Robust security and
reliability are part of the competitive advantages that can make a provider the preferred partner.

Target audience 3: Large enterprises
Large enterprises (>250 employees) primarily serve the financial interests of their owners or
shareholders. These large organisations have a full range of stakeholders. They have substantial,
though bounded financial and human resources and can be expected to take charge of their own
security management system. However, they may elect to outsource some security functions to
professional and managed service providers. Relevant types and impact levels of risk vary
considerably, but generally are mid-ranking.8
In terms of cloud adoption and cloud security, large enterprises are very cautious to make the switch.
Loss of control, security concerns or data protection are some of the main barriers to a quicker cloud
adoption.9

Target audience 4: SMEs
Small and medium size enterprises (SMEs) are an important driver for innovation and growth in the
EU. SMEs also stand to gain the most from cloud computing, because it is complicated and costly for
them to set-up and run an IT department in the traditional way. SMEs normally do not understand all
information security risks, because they often have few IT or information security experts.
Furthermore, it is infeasible for SMEs to negotiate with cloud providers about custom features or
custom contracts. Therefore, they typically buy standardized (off the shelf) services under fixed
(boilerplate) contracts and SLAs (Service Level Agreements).
There is a need to raise awareness and educate SMEs on cloud security, to encourage safe and
responsible use of cloud services. “Informed customers” should be able to ask the right questions to
providers and understand where their responsibilities lay. SMEs have to understand that they are co-

8
9

NIS Platform “Business Cases and Innovation Paths” May, 2015
http://thenextweb.com/insider/2013/09/11/5-reasons-enterprises-are-frightened-of-the-cloud/
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responsible for the security of the cloud services provided. A risk assessment culture should be
nourished applicable to all.
SMEs have very limited security skills and financial resources. Like larger enterprises, they really
require tailored security solutions; however, they cannot afford to pay for them. They are unlikely to
attract staff with a high level of security expertise, aptitude and interest. The reason is not only the
salary, but also technical interest and career progression.
Although, in absolute terms, the (financial) impact of an SME security breach will be low, it could still
be fatal to the company. Furthermore, the aggregated impact of breaches across the SME sector
could be economically significant to member states and the European Union as a whole.10

Target audience 5 - General public
While TREDISEC is also of interest to the general public, this is not a primary focus group given the
project’s overriding innovation objective, focused on research and development. It does, however,
indirectly target this group through web and social presence, as well as press and media activities.

2.4

Key Messages

Tailored messages have been designed for a wide range of communication channels, adapting the
messages for each target, in order to promote TREDISEC as an efficient solution of the current
challenges of the cloud security.

2.4.1 Keywords
The TREDISEC concept is based on the following terms:


Cloud security



End-to-end security solutions



Functional requirements



Non–functional requirements



Security Primitives



Data confidentiality



Data reduction



Storage efficiency



Multi-tenancy



Verifiability

2.4.2 Key messages focused on the concept of the project
The goal of these messages is to explain TREDISEC’s value, as well as the facts and reasons that
motivate the whole idea of the project.

10

ENISA “Cloud Security Guide for SMEs” April 2015 https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/security-forsmes/cloud-security-guide-for-smes
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 Recent reports of outages, data theft, and surveillance scandals have shown the
need to enhance the confidentiality and integrity of outsourced data in the
cloud.
 The objective of TREDISEC is to develop novel, modular end-to-end security
primitives that can be combined in a unified framework to cover the entire
spectrum of cloud-relevant security, functional, and non-functional
requirements.
 Contrary to current security solutions which only investigate individual security
problems in isolation, TREDISEC aims at devising and implementing end-toend security solutions which can be combined into a single cloud security
framework.
 Contrary to existing solutions, end-to-end security solutions that will be designed
by TREDISEC will satisfy all the functional requirements which are crucial
to the cloud business and operations (e.g., processing over data, performing
data analytics, outsourcing computations over data).
 Contrary to existing solutions, our end-to-end security solutions are designed to
be compatible with non-functional requirements which nowadays become
crucial for the cloud (e.g. multi-tenancy, storage efficiency).
2.4.3 Key messages focused on the outcome
Research in TREDISEC pursues a combination of solutions that will define the added value and the
utility of this project.

 TREDISEC primitives: the project will design novel end-to-end
security solutions for scenarios with conflicting functional and security
requirements:
o

Supporting data reduction and enabling secure data
processing

o

Enhancing data availability and integrity

o

Ensuring user isolation in multi-tenant systems

 TREDISEC framework: the project will develop a unified framework to
support the integration of the TREDISEC primitives, and will evaluate it
in different use case scenarios.

2.4.4 Key messages focused on the problem of cloud security
These messages connect the project with security needs in cloud computing environments, framed
within a social and economic context.
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 The advent of cloud storage and computation services comes at the expense
of data security and user privacy exposures.
 Customers nowadays call for end-to-end security whereby only end-users and
authorized parties can have access to their data and no-one else.
 TREDISEC delivers a number of practical security solutions for cloud storage
and computations, which makes the cloud a secure and efficient haven for data
storage.
 TREDISEC plans to step away from a myriad of disconnected security protocols
or cryptographic algorithms, and to converge on a single framework where all
objectives are met.
 TREDISEC aims at creating technology that will impact existing business and
will generate new profitable opportunities long after the project is concluded.

2.4.5 Key messages focused on innovation
Innovation is one of the distinctive features of TREDISEC.
A myriad of Key Innovation Points were identified and these will evolve the existing solutions in the
market for data storage in the cloud and would improve the security without decreasing efficiency.
(For more information about the Innovation Strategy, see D1.5)
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 TREDISEC leverages existing or novel cryptographic protocols and system
security mechanisms, which offer strong data confidentiality guarantees while
permitting storage efficiency across multiple tenants.
 TREDISEC will ensure data availability while data is deduplicated and enable
the verification of data integrity and availability in multi-tenant settings.
 TREDISEC will find a novel solution to store data in an encrypted form within a
multi-tenant environment while maintaining the possibility to search over the
encrypted data.
 TREDISEC plans to develop new security protocols to enable secure deletion
of one tenant´s data on top of cross-tenant deduplication.
 TREDISEC will devise novel secure data outsourcing schemes which, by
design, can work on top of compressed/deduplicated data.
 TREDISEC will show new concepts to optimize the encryption process of large
data sets which shall be migrated into the cloud.
 TREDISEC will investigate new primitives such as delegated privacy preserving
schemes, supporting revocation with no significant impact on performance.
 TREDISEC will provide the mapping between existing attribute-based access
control (ABAC) models and enforceable policies (e.g.XACML-based). Policies
can be defined that are verifiable against conflicts, and that effectively govern
access to the growing number of cloud transactions when spanning different
“circles of trust”.
 TREDISEC will leverage a novel set of cryptographic primitives which ensure
that access to data can be achieved efficiently and collaboratively while
preventing malicious tenants from combining their credentials and escalating their
access rights.
2.4.6 Key messages for each targeted audience
A key aspect to reach an effective dissemination project is the segmentation of the audience in order
to analyse the most suitable tools and channels for each category, and adapt the messages
accordingly.
Key messages for public bodies and European Union policymakers

 The technology developed in TREDISEC enables us to extend the current reach of
European cloud providers with more resilient critical infrastructures and services
that promote the paradigm of “trustworthy cloud services”
 TREDISEC is primarily a platform for technology development and job creation.
 TREDISEC is also at the vanguard of worldwide research, with great advances on
the state of the art compared to other large sources of research such as the United
States and China.
 TREDISEC provides EU businesses with the tools and techniques to protect
themselves from surveillance, loss or exposure of sensitive data.
 TREDISEC aims at strengthening the security and privacy of EU products
compared to existing products in the market.
18
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Key messages for Cloud Providers and Cloud VAS (Value Added Services – including security)



TREDISEC assumes a generic architecture of tenants interacting with the cloud
providers that will be modified and extended to support secure and privacy preserving
data processing.
This approach rests on three main pillars:













to follow a security by design approach and foster adoption within current cloud
providers.
to allow the combination of modular solutions to satisfy multiple requirements
to enable cloud service verifiability and promote the paradigm of “trustworthy
cloud services”

TREDISEC will devise novel security mechanisms that enable cloud providers to
perform data reduction (e.g., deduplication and compression) without compromising
the confidentiality of outsourced data.
TREDISEC will focus on new techniques that enable the processing of encrypted
data in an efficient and privacy-preserving manner.
TREDISEC wants to ensure that the proposed security primitives will enable scalable
and efficient storage in the cloud, by supporting data compression and data
deduplication, and will provide the necessary means for cloud providers to efficiently
search and process encrypted data, in settings where such functionality is required.
TREDISEC is a technology designed to directly go to the market and will be tested
in the product portfolios of the consortium.
TREDISEC will support existing standards for cloud security that are widely used
to guarantee an easy interoperability providing open interfaces and reducing time
to market.
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Key messages for large enterprises

 TREDISEC will design and integrate the developed solutions into current and future
infrastructures with minimal impact regarding performance and efficiency.
 TREDISEC addresses the security and the privacy issues associated with the
storage and processing of data in the cloud by implementing a set of cloud security
primitives which ensure the confidentiality and integrity of outsourced data in the
presence of a powerful attacker who controls the entire network.
 TREDISEC will introduce novel mechanisms that ensure the availability and the
integrity of outsourced data against misbehaving cloud providers. These
mechanisms will allow users to verify the availability and the integrity of their
outsourced data, relying only on low capacity devices such as smart-phones.
 TREDISEC aims at devising security and privacy primitives with minimum
modifications to the existing cloud paradigm, while supporting storage efficient
solutions that minimize the cost of storing data on the cloud provider.
 Without fear that their intellectual property and privacy are at risk, companies can
now make complete/extensive use of the cloud to expand their businesses and
cut costs.
 TREDISEC provides EU businesses with the tools and techniques to protect
themselves from surveillance and the loss or exposure of sensitive data.
 TREDISEC will contribute to prevent threats of sensitive information leakage and
data breaches that are the main inhibitors of public/hybrid cloud adoption by the
industry.

Key messages for SMEs



TREDISEC advances help SMEs implementing a cloud computing strategy that
permits achieving greater business throughput and consequently lowers the
barriers to enter new markets.

 TREDISEC puts special emphasis on deployment costs, integration costs, and
the overall performance of the solutions.
 TREDISEC’s implementation will be easy and simple. Especially, it will pay
attention to the SMEs’ needs by offering open source interfaces whenever
possible.

2.5

Communication channels and means

2.5.1 Graphic identity and Branding
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TREDISEC has created its graphic identity as the basis for all its communication tools, where the web
platform design defines the specific features.
The Graphic Identity of TREDISEC comprises the following elements:

Logo: As visual identity of the project, the logo reflects the spirit of the project and
objectives.
It represents a cloud with a lock, referring to the goal of the project: “security in the
cloud”. It also resembles the idea of a “protected cloud” (see Figure 2 Official TREDISEC
logo). The cloud is surrounded by a circle made of two parts (in different shades of blue),
each one meeting the other, representing the idea of “end-to-end security”. The selected
colour is blue, which seeks to highlight the feeling of peace and tranquillity that
TREDISEC security primitives will bring to cloud users and vendors.

Figure 2 Official TREDISEC logo

Promotional poster: A thumbnail of
TREDISEC’s official poster is presented in
Figure 3 Official TREDISEC poster. The poster
shows:
o the main objectives
o the TREDISEC architecture
o the Forecasted outcomes
o the Use Cases
(See Image ZOOM in Appendix II: Figure 11
TREDISEC poster (large size))

Figure 3 Official TREDISEC poster
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Official flyer: The project also designed a
first flyer showing:


the objectives



the requirements



the primitives of the Project



the architecture



a short abstract entitled “About
TREDISEC” with some information
about the consortium (Partners, and
information contact).
(Figure 4 Official TREDISEC
depicts a thumbnail of the
brochure)
(See image ZOOM at Appendix I:
Figure 9 TREDISEC Brochure Side
Figure 4 Official TREDISEC Flyer
A (large size))
Official templates for deliverables and presentations show the project logo, and have a homogenous
format in terms of structure and fonts.
The graphic identity will be distributed via printed promotional materials and via the Internet in various
occasions throughout the entire project lifecycle.
All the communication tools will acknowledge the EU funding by including a short text similar to the
one in Figure 5 Reference to EU funding included in the flyer:

“The Work described in this brochure has been conducted within the project TREDISEC. This project has received funding
from the European Union’s Horizon 2020 (H2020) research and innovation programme under the Grant Agreement no
644412. This document does not represent the opinion of the European Union, and the European Union is not responsible
for any use that might be made of its content.”

Figure 5 Reference to EU funding included in the flyer

Three infographics are planned along the duration of the project.
One for each year of the project:


First year (Topic: Cloud security)



Second year (Topic: TREDISEC technical view)



Third year (Topic: economic and social impact among stakeholders)

These infographics will be used to explain the critical areas and the main innovations of the project
through visual representations.

2.5.2 Web platform
The main focus of the TREDISEC web platform is on :


Playing a key role as the information focal point and delivery channel for the project results.



Disseminating the key messages to the target audiences.



Fostering participation among the consortium and ease exchange of information, and
initiatives.
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Punctually informing about events of interest, publications or activities of the interest to the
TREDISEC community.

The platform will integrate social media tools (multi-channel) and the official website of the project that
will share and distribute information about the project.

2.5.2.1 Website: www.tredisec.eu
The website drives the visitor to discover the main objectives and the schedule of TREDISEC; it will
be updated with new contents frequently as the project progresses.
The website lifecycle is described in the Action Plan at Section 2.6.2. It involves a maintenance plan,
the main responsibilities for the content and determines how often new content will be added. Figure
6 Website home illustrates the home page of the TREDISEC website.

Figure 6 Website home

Deliverable D7.1 explains the website in depth and summarises the web technology that empowers
the TREDISEC public website, its design and content structure.
Initial set of targets for the Website (M01-M12)
Month
SEPTEMBER´15
OCTOBER´15

Post TOPIC

Use Cases

NOVEMBER´15

Attendance to ICT Lisbon

DECEMBER´15

Attendance to e-Democracy

JANUARY´16

Partners

Requirements
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TREDISEC Architectural model

Innovation Strategy

Table 2 Initial set of website targets

KPIs web content

www.tredisec.eu is an informational website. It is a mean to communicate the results of the project
and to regularly report about its activities and achievements to the wide public. It is the main public
information reference about the project.
In order to know its evolution and the repercussion of the uploaded content better, we have selected 5
main KPIs:


Sessions: Total number of Sessions within the date range. A session is the period of time
that a user is actively engaged with the website, app, etc.



Number of visitors: Users that have had at least one session within the selected date range.
Includes new and returning users.



% new Sessions: An estimated percentage of first time visits.



Bounce rate: The percentage of single-page visits (i.e. visits in which the person left the site
from the entrance page without interacting with the page).



Average Session Duration: The average length of a session.

We are not going to define an initial target for these set of KPIs. We are going to study how the users
interact with the website and if our communication activities affect the trend positively.
Along the 1st year, the objective is to improve the KPIs each month as the community of professionals
start to show interest on TREDISEC.
We are going to start to measure KPIs from September 2015.

2.5.2.2 Social media
Social media tools are focused on building a more direct and active link between the consortium and
the target audience, to bring up a connected community around TREDISEC.
The choice of social media will focus on the targeted groups public bodies, cloud providers, large
enterprises, SMEs:


Twitter account:

Url: https://twitter.com/TREDISEC_


LinkedIn group: informal tool to share news, propose debates, and increase visibility of
TREDISEC activities to a wider audience.

Url: https://www.linkedin.com/grp/home?gid=8291972&trk=my_groups-tile-grp
Social media engagement will include the use of short blogs, active contributions to discussion
groups, and leveraging current connections within the consortium.
LinkedIn: Min: 1-2 contributions per month

24

Project No 644412
Date 30.09.2015

D7.3 Communication Strategy and Plan

Dissemination
Level

(PU)

LinkedIn is the reference social network for sharing professional content. Projects can be promoted
and gain visibility through LinkedIn Groups. At the same time, the consortium members have a more
informal and spontaneous tool to propose debates and share their ideas with a specialized community
of professionals.
A major goal is set to keep the group alive and to involve all the consortium partners: at least one
contribution by each partner by February 2016.
Each partner can choose the type of contribution among the following choices:


publish news about Cloud Security



propose a debate related to TREDISEC



propose a debate in another Linkedin group related to TREDISEC topic

Twitter account: Min: 1 contribution per week
The Twitter Account @TREDISEC_ will be managed by ATOS. The pace of publications will depend
on the needs and amount of news or relevant facts.
At least one tweet per week is mandatory.
KPIs Twitter
The following KPIs will be taken into account in order to know the evolution of the twitter account:


Number of followers



Number of impressions



Number of interactions



Interactions rate

There is no previously defined target for these KPIs. Along the first year, the major goal is to grow the
trend in these parameters and thereby to build the TREDISEC community.
We are going to start measuring the KPIs from September 2015.

2.5.3 Press and campaigns
We will use advertising skills to produce compelling messages for press and media and distribute
press releases on major announcements and achievements.
Up to now, the Official Press Release, announcing the start-up of the project, has been launched (see
11
a thumbnail in Figure 7 Official Press Release, also available at the project website ). It was
disseminated among the partners, so they can inform their national press agencies.
There will be more press releases as soon as more advances in innovation are achieved in order to
the target audiences.

11

http://www.tredisec.eu/sites/default/files/tredisec/public/content-files/articles/Tredisec_PRESSRELEASE_0.pdf
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Figure 7 Official Press Release

The Press Office
TREDISEC has created a Press Office, led by the Communication Director to ensure that a common
communication strategy is followed in the consortium communications outside.
Members of the Press Office:
 Communication Director responsible for:


Developing and maintaining a communication plan and media strategy aligned with the
objectives of the project.



Identification of the most suitable dissemination channels and relevant stakeholders.



The management of the graphical identity of the project.



Design and production of the material to support the project communication.



Organization of the project workshops.



The collection and organisation of inputs concerning communication summaries for the
interim and periodic reports.



Lead the TREDISEC press office, in charge of handling any communications with the media.

 Scientific Director: responsible for checking the scientific communications, in order to prevent
the conveyance of a wrong message about the project scientific advances.
 Innovation Director: has a deep understanding of both the research and the industrial worlds.
Additionally, he monitors the project progress in alignment with the technological and market
trends.
As Innovation Director, he will support the press office to filter communications from the
innovation point of view, in benefit of the innovation in the project results before they come up.
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Work Package 7 leader:in charge of the coordination of the communication and exploitation
activities. Also has to ensure that all of them meet agreed deadlines.



Project Coordinator: responsible for driving the project according to the proposed work plan.

2.5.4 Q&A
A Questions & Answers script with the most likely questions about TREDISEC will be distributed for
the use of the consortium. It will make up a tool for the managers that are responsible for
communication, in order to provide a homogeneous and coordinated answer when participating in
interviews about the project, when drafting custom communication material or when contributing to
blogs, newsletters or any other media. Additionally, of the following selected questions will be
published in the website of the project.


Nature and main goals of the project
o
o
o
o
o
o
o
o
o
o



About TREDISEC milestones and security systems
o
o
o



How would you describe the structure of TREDISEC?
What are the main development phases of the TREDISEC framework?
How does TREDISEC contribute into research on cloud security?

About Cloud Computing, TREDISEC and EU
o
o
o
o
o



What is TREDISEC?
Why TREDISEC was created?
What objectives does TREDISEC pursue?
Which organizations participate in TREDISEC and what is their specific role?
What investment is forecasted for TREDISEC and what investments is designated?
Which is the forecasted duration of this project?
What security systems will TREDISEC develop?
Which are the main milestones of TREDISEC?
What is the calendar of development of TREDISEC?
When will TREDISEC solutions go to market?

What is the EU’s point of view about cloud computing?
Why is the EU funding TREDISEC?
What other initiatives in cloud computing has the EU?
Which is the level of cloud adoption in European enterprises and SMEs?
What is the situation of the cloud technology in Europe, especially in the countries
TREDISEC members are located?

About cloud computing
o
o
o
o
o
o
o

What is cloud computing?
What advantages do TREDISEC industrial members offer, especially for SMEs?
Which companies use cloud computing?
What is the level of development of cloud computing at a worldwide level?
What countries are leading the adoption of cloud?
Which are the main barriers to cloud adoption?
What are the main security problems and threats against cloud computing?
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What are the main trends that will have major influence in cloud computing sector at a
medium and large period?

2.5.5 Events
All TREDISEC partners are requested to collaborate and identify key events that are aligned with the
communications objectives. For instance, the pictures below were obtained in the Cloud World Forum
set in July 2015; TREDISEC flyers were delivered in the CSP Forum Stand (see Figure 8 Pictures
taken at Cloud World Forum)

Figure 8 Pictures taken at Cloud World Forum
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Targeted events for the 1st year include:
Name
Cyber Security, Privacy and Innovation Forum
2015
Cloud World Forum

ICT 2015 Innovate, Connect, Transform

CODEMOTION

e-Democracy event

Trust in the Digital World (TDW)

Dates/ Location
April 28-29, 2015

June 24-25, 2015

October 20-22, 2015

November 27-28, 2015
December 10-11, 2015

March/April, 2016

Type of
participation

Type of Audience

Brussels

Presentation +
Exhibition

Research, Industry, Innovation
community in Cybersecurity
and Privacy field.

100-500

London

Stand/ Booth

Cloud community

>1000

Lisbon

Networking
session

A wide community of
research/industry/innovation in
ICT

500-1000

Madrid

Talk

Talk about Cloud Security by
Olof Sandstrom

2.000

Athens

Extended
abstract

Protection of personal data
and privacy community

0-50

Talk

Top executives, senior
managers and IT security
experts of Cloud Security in
Europe

200

Location

The
Hague

Size of
Audience

Table 3 Targeted events in the 1st year
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Events related to scientific dissemination such as conferences, workshops or summer schools are
listed in deliverable D7.2.

2.5.6 Technological platforms
The project consortium will leverage existing alliances and partnership with relevant technology
platforms and initiatives to promote TREDISEC achievements in plenary (or dedicated) meetings and
workshops.
Name

Scope

Topic

Partner

NIS Public – Private Platform (NIS PPP)

European
Union

Information Security

SAP, Atos

Cloud Security Alliance (CSA)

International

Cloud Security

Atos, SAP,
Arsys

Networked European Software and
Services Initiative (NESSI)

European
Union

Technology Platform

Atos, SAP

European Organization for Security (EOS)

European
Union

Security Technologies and
Services

Atos

European Future Internet Initiative (EFII)
Future Internet Research Alliance (FIRA)

European
Union

Future Internet

Atos

PLANETIC

National
(Spain)

Spanish National Platform
on ICT

Atos

Trust in Digital Life

European
Union

Trustworthy ICT Solutions

SAP, NEC

Table 4 List of technological platforms
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2.5.7 DPSP cluster initiative
12

The DPSP (Data Protection, Security and Privacy in the Cloud) cluster initiative is one of the
Clusters on European Projects on Cloud, which has come up with the purpose of bringing together a
meaningful number of cloud research projects funded by the European Commission (in particular, the
recipients of FP7, CIP and H2020 programmes’ grants). The projects included in the cluster can
interact with each other and find synergies among them on technical aspects as well as on the
identifications of trends in the relevant markets and on engaging in innovative ways to address such
trends.
The specific objectives of the DPSP cluster are:
1. Maximize the impact of EU-funded research and innovation project results.
2. Ensure the market orientation and adoption of EU-funded research and innovation project
results.
3. Help define the research and innovation needs in H2020.
This cluster includes numerous European projects in the field of cloud security as: COCO CLOUD
(www.coco-cloud.eu); WITDOM (www.witdom.eu); TREDISEC (www.tredisec.eu); CloudWatch
(www.cloudwatchhub.eu); PrismaCloud (www.prismacloud.eu); SPECS (www.specs-project.eu), to
name a few of them.
This cluster looks for synergies among projects in the dissemination, exploitation, and standardization
activities. For instance, different projects will collaborate in the organization of joint workshops,
conferences and in the publication of joint papers and articles.
Therefore, this initiative is an additional mean for TREDISEC for showcasing its achievements, and
raises the awareness about the project within the cloud and security community.
At the time this document was written, two workshops are scheduled for the next months:


CloudWatch workshop “Towards secure and trusted cloud services in Europe”
CloudWatch is organising a workshop on cloud standard profiles for a Trusted EU Cloud, by
24th September in Brussels. This venue will be an opportunity to meet with some members of
13
the cluster . TREDISEC has a representative (from Atos) attending this workshop and some
project brochures are being distributed here.



First DPSP official face-to-face meeting
The first official cluster f2f meeting will take place on the 7th of October in Pisa, co-located
with the Cloud Forward First International Conference organised by Hola Cloud CSA project
14
(on the 6th Oct in Pisa) .

2.5.8 Collaboration with other related projects and initiatives
In addition to the projects involved in the Trusted Cloud cluster initiative, TREDISEC will seek
synergies with other related projects in order to organise joint communication activities. These
activities are not defined yet, but there is the will to collaborate together when opportunities come up.

12

https://eucloudclusters.wordpress.com/data-protection-security-and-privacy-in-the-cloud/
http://www.cloudwatchhub.eu/towards-secure-and-trusted-cloud-services-europe
14
http://www.cloudwatchhub.eu/cloud-forward-first-international-conference
13
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CLARUS

Related
partner(s)



EURECOM

A4CLOUD



EURECOM

http://www.a4cloud.eu/



SAP



MORPHO

http://www.clarussecure.eu/

ANR BIOPRIV
http://planete.inrialpes.fr/biopriv/

PANORAMIX



Areas for liaison/synergies


CLARUS aims at developing a secure framework for storing and processing data outsourced to the cloud.
TREDISEC and CLARUS share the same vision/goal with respect to the privacy of the storage and the
processing of the data.



On the other hand, CLARUS only considers a honest-but-curious model and does not consider any stronger
adversary model. TREDISEC may extend CLARUS solutions not only by considering functional and nonfunctional requirements but also by integrating some verifiability mechanisms additionally.



A4Cloud aims at increasing trust in cloud services and hence brings solutions to provide greater
transparency on the handling of personal and business confidential data. As the project ends in March
2016, TREDISEC may consider some of the A4Cloud accountability mechanisms as potential candidates
for achieving verifiability and extend them by taking into account functional and non-functional requirements
such as storage efficiency (deduplication).



The principle of privacy-by-design applied to biometric systems in BIOPRIV could be helpful to guide the
design of our solutions in TREDISEC (in particular for use cases related to biometrics).



SAP builds extension for the same product, the SAP HANA in-memory database—in both projects:
TREDISEC and PANORAMIX.



Whereas TREDISEC extends the internal pre-development project SEEED, PANORAMIX will augment this
with additional technology for private data sharing. Hence, in selected exploitation scenarios pursued by
SAP technology from TREDISEC and PANORAMIX can complement each other.



SAP´s exploitation scenarios pursued by SAP technology from TREDISEC and PANORAMIX can
complement each other. SAP´s security research department aims at maximizing its exploitation impact by
following a strategy combining several projects.



TREDISEC and ESCUDO-CLOUD
project SEEED, and share similar
However in TREDISEC puts more
security, i.e., to maintain efficiency
retrievability and more.

SAP

ESCUDO-CLOUD



http://www.escudocloud.eu/

 IBM

SAP

(PU)

builds on a common technology platform: the internal pre-development
goals with respect to the privacy and the processing of remote data.
emphasis on advanced functionality relevant in the context of storage
through data deduplication combined with encryption, to offer proofs of

Table 5 Areas for Liaison/ Synergies with other EU projects (I)
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Project
6

7

8

9

10

EU FP7 FIDELITY
http://www.fidelity-project.eu/

WITDOM

Related
partner(s)

Areas for liaison/synergies




MORPHO



ATOS



IBM

 TREDISEC and WITDOM share a related high-level vision with respect to the privacy of the storage and the
processing of the data. However, while the results of WITDOM (aimed to be used for storing sensitive user
data) should comply with such strong regulation as found in the financial world and in the health-care
domain, in TREDISEC such trust assumptions and models may be more relaxed. In addition, TREDISC puts
more emphasis on advanced functionality relevant in the context of storage security, i.e., to maintain
efficiency through data deduplication combined with encryption, to offer proofs of retrievability and more.

http://www.witdom.eu/

PRISMACLOUD
https://prismacloud.eu/

SUPERCLOUD
http://www.supercloud-project.eu/

SWEPT
http://www.swept.eu/







ATOS



Privacy in Cloud: Development of cryptographic tools and methods to protect privacy



Encryption: Cryptographic tools to protect the security of data during its lifecycle



Other: Evaluation and validation, Enabling technologies for cloud infrastructures



While SUPERCLOUD focuses on the security of a cloud infrastructure, in terms of virtualized data, compute,
and network layers, TREDISC focuses more on the application layer. Specifically, TREDISEC aims to offer
outsourced data confidentiality and integrity considering only data leaks in the cloud infrastructure (“honest
but curious” behaviour) but no malicious actions on behalf of a provider.



This project vision is to provide required software components that can be integrated within current existing
web development frameworks, which enable the creation of highly secure websites.



In relation to TREDISEC, it is a complementary project for those organizations that want to increase the
level of security in both, shared hosted services and data and services hosted in the cloud.

IBM

ARSYS

Potential synergies on the techniques developed in FIDELITY to manage encrypted biometric data for
comparison or identification search.

Table 6 Areas for Liaison/ Synergies with other EU projects (II)
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2.5.9 Other communication means
In this section, we include individual communication means specified by any member of the
consortium, due to its heterogeneity. Other means as events, talks, and collaboration with other
projects have been consolidated in the corresponding section.
Partner

Specific dissemination means


1

ARSYS





2

ATOS





3

ETH

Corporative blog: www.arsys.info. It is a site very popular among Arsys customers,
where Arsys publish news, tricks, and security advices, etc.

Social media accounts:
http://twitter.com/arsys
http://www.facebook.com/arsys.es
http://www.google.com/+arsys
http://www.linkedin.com/company/arsys-internet
http://www.youtube.com/arsys
http://www.slideshare.net/arsys
http://www.cionet.com/
Atos Twitter account: @AtosES
AXIA: Atos Spain Corporate magazine (only edited in Spanish). The aim of “axia” is to
reinforce Atos corporate image and effectively communicate the company’s knowledge
and success stories in the Information Technology market
15
Atos Ascent : Atos public website that brings together all Ascent initiatives designed to
share with our partners and customers Innovation and thought leadership on emerging
trends in many areas.
Ascent Look Out: series of publications16 aiming to provide an in-depth analysis of the
emerging trends, business needs and technologies that will be driving innovation in the
years ahead. Each publication is a comprehensive document where Atos present trends
report in five editions, each dedicated to 5 individual sub-markets; Energy & Utilities;
Financial Services; Manufacturing & Retail; Public Sector, Healthcare & Transport;
Telecoms, Media & Technology.
17
Ascent Journey: is a yearly publication where the Atos Scientific Community presents
its predictions and vision for technology that will shape business through to the next 3
years.



Corporative blog



Non-specific publications

4

EURECOM



Non-specific publications

5

GRNET





Twitter account: https://twitter.com/grnet_gr
LinkedIn: https://www.linkedin.com/company/grnet
Corporate blog: https://www.grnet.gr/en/news

6

IBM

 THINK Lab at IBM Research: Lab located in Zurich to gain insights from IBM
researchers, industry and trend experts in order to tackle today’s and tomorrow’s
challenges.
It´s planned to present early results of TREDISEC research to selected customers who
visit our THINK Lab.
 IBM Research Blog: http://ibmresearchnews.blogspot.ch/
 IBM Research Facebook page: https://www.facebook.com/IBMResearch
 IBM Research Twitter channel: www.twitter.com/IBMResearch
 IBM Corporate Intranet

7

MORPHO



Internal presentations toward internal Morpho products/business units

15

Atos ascent website: https://ascent.atos.net/
Last issue of each report can be downloaded from here: http://ascent.atos.net/ascent-look/
Last issue available “Ascent Journey 2018” can be downloaded from here: http://ascent.atos.net/category/ourpublications/ascent-journey-2018/
16
17
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8

NEC

9

SAP



Use of corporate tools (intranet INSITE SAFRAN, INSITE weekly news, …).



Internal dissemination of project results to internal NEC units, namely to NEC Europe,
NEC Japan as well as the various relevant NEC business units globally.



Customers of SAP’s Product Security Research are internal stakeholders within SAP’s
product groups. Communication will take place to these internal stakeholders.
Potential communication means are internal blogs, info sessions, expert sessions,
direct contacts, etc.



Table 7 Specific Dissemination Means

2.6

Action Plan: Overview years 1-3

Objectives

Actions

Phase 1: Start-up (M01 – M12)
Launch of the communication strategy and first activities of dissemination




Launch of the press office

 Roll-out of branding and design concept



Launch of the official PR





Preparation of the graphical material



Official website: Launch and implementation of plan to
feed it (blog, RSS feed, infographics)



Creation of Linkedin/ Twitter accounts, and
implementation of plan to feed them.



Events: Presentation of TREDISEC in ICT of Lisbon, and
e-Democracy of Athens.



Making of Infographic 1 (Topic: Cloud security)



Publication of Deliverable D7.3 – Deliverable with
Communication Strategy



Publication of Deliverable D7.4 - First dissemination and
communication activities reporting



Collaboration in the Trusted Cloud cluster initiative of
joint dissemination events, such as joint Workshops,
conferences, or papers.



Publications at least in 2 relevant magazines (online or
printed)



Infographic 2 (TREDISEC technical view)



Measurement of the impact of 1 year activities, and
updated of the strategy accordingly (if necessary)



Publication of Deliverable D7.5 - Second dissemination
and communication activities reporting

Definition of the Communication Strategy

Web Platform as the TREDISEC hub of
information that includes social media
accounts, RSS feed, content (Infographic)

 First reporting of activities deployed to
introduce TREDISEC project

Phase 2: Awareness (M12 – M24)
Specialized sector knows about our project


Evolution and growth of the web platform

 Intensification of the use of selected means in
order to increase repercussion and awareness
of the project.

st

Phase 3: Relevancy (M24– M36)
Specialized sector is involved in the evolution of the project
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Building of a community of stakeholders
involved in TREDISEC project.

 Final evaluation of the deployed strategy along
3 years.



Final dissemination/ communication workshop
coinciding with the final results of the project
Infographic 3: economic and social impact among
stakeholders



Measurement of the impact of 2 year activities, and
update of the strategy accordingly (if necessary)



Deliver D7.5 - Final Dissemination and Communication
activities reporting

nd

Table 8 Action Plan

3 Conclusions
This document sets the basis for all internal and external communication activities to the
project consortium. The strategy will drive the project communication activities along the
project duration. The plan can be reviewed and updated during the project to reflect changes
such as changing market trends or new opportunities to communicate the project progress
and results.
Cloud-based business and research is becoming a very important driver for the European
economy and society. More and more services are fully hosted on the cloud and even critical
infrastructures are increasingly relying on it. For this reason, research projects on cloud
security have a big potential for developing profitability business model and giving an added
value to the general society. In this sense, an active communication strategy is essential to
connect the project with the targeted audiences that could be interested on it.
We have defined key messages for TREDISEC to reach the targeted audiences and to raise
awareness. The consortium will use its own means that were designed for the project such
as the web platform and social media accounts. In addition to this, we will use external
means within our reach such as press media or external events organized around security or
cloud environment. These activities will be monitored through specific KPIs and will be
reported in future iterations, which are forecasted in March 2016 (D7.4), March 2017 (D7.5),
and March 2018 (D7.6). All communication activities will be monitored by the Press office in
order to address the correct and valuable messages to the right audience.
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Appendix I TREDISEC brochure

Figure 9 TREDISEC Brochure Side A (large size)
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Figure 10 TREDISEC Brochure Side B (large size)
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Appendix II TREDISEC poster

Figure 11 TREDISEC poster (large size)
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