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Executive Summary
Access control in multi-user and multi-tenant cloud systems is a challenge due to the complicated
requirements of these systems for the access control models. The growing popularity of cloud
computing systems draws attention to its security challenges, which are particularly raised due to
resource sharing.
Multi-tenancy support is defined as the capability of a single cloud instance to provide service to
several customers/tenants (where tenant represents any enterprise or large corporation)
simultaneously. Cloud computing’s multitenancy implies unique security and access control
challenges due to sharing of physical resources among potentially untrusted tenants, resulting in an
increased risk of security attacks. Additionally the heterogeneity of services in cloud computing
environments demands several degrees of granularity in access control mechanisms. Therefore, an
inadequate or unreliable authorization mechanism can increase the risk of unwanted use of cloud
resources and services.
The main goal of this deliverable is to provide the definition of an access control mechanism that
supports multi-tenancy in cloud. We first conduct an analysis of the access control requirements
defined by the cloud computing model that TREDISEC is targeting (i.e. efficient and secure), as well
as those extracted from the TREDISEC use cases relevant to the objectives of this deliverable,
namely UC1”Enhance Storage Efficiency Securely”, UC2 “Multi-Tenancy and Access Control” and
UC3 ”Optimised WebDav service for confidential storage”, documented in D2.1 [33] . Finally a
selection of those requirements is recommended to be supported by the TREDISEC access control
model.
In the present document, several access control models are analysed and described according to
their evolution over time, namely: early models such as Mandatory Access Control (MAC) and
Discretionary Access Control (DAC), later the access control lists (ACLs), then the Role-Based
Access Control model (RBAC) and finally the Attribute-Based Access Control (ABAC). For RBAC and
ABAC models an analysis of their main benefits and drawbacks is provided, especially when those
models are applied to access control in dynamic environments, such as multi-tenant cloud systems
In order to overcome the limitations of the traditional access control models when they are applied to
multi-tenant environments, an Attribute-based Access Control (ABAC) model is presented in this
deliverable. In ABAC models, the authorization to perform an action is determined by evaluating
attributes associated with the subject, object, and the requested action against a policy that describes
the permitted set of actions for a given set of attributes.
Additionally, this deliverable aims to investigate the mapping between existing ABAC models and
enforceable policies (e.g. XACML-based), allowing users to define policies that effectively govern
access to the growing number of cloud transactions. Some example of access control policies written
in XACML are provided in chapter 5 of this document.
Finally, the deliverable concludes with the design of the core component of the proposed access
control mechanism: the policy enforcement component.
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Introduction
1.1

Purpose and Scope

This deliverable aims to define and design an access control model for multi-tenancy to be provided
by the TREDISEC Framework. It first analyses current solutions related to access control and mostly
those solutions supporting multi-tenancy (section 2.3 and 2.4). The document then proposes a model
for access control supporting multi-tenancy, which is based on an Attribute-based Access Control
(ABAC). Moreover a detailed design of the enforcement component is described, which is the key
component of the mentioned access control model addressing the policy enforcement and
management.
Additionally a formal language for defining the access control policies and some examples of the
policies described according to the enforceable policy language Extensible Access Control Markup
Language (XACML) are also included.
Finally, the deliverable concludes with the initial design of the policy enforcement component that will
be further extended and implemented in T4.4 “Secure Enforcement of Policies in Clouds”.

1.2

Innovation potential

Nowadays the current trends for the access control in multi-tenant cloud domains tend to investigate
how to support an Attribute-Based Access Control, which provides more expressiveness and
flexibility, compared with previous access control models (e.g. Role Based Access Control models).
This is especially meaningful in the cloud. Trying to implement an access control in multi-tenant cloud
systems implies a challenge, due to the fact that several tenants are sharing the same instance of the
cloud resource, and therefore the cloud service provider should apply a proper multi-tenancy
technique in order to isolate and protect the data of each tenant (users of the tenant).
In this deliverable a novel multi-tenant attribute-based access control mechanism is proposed in
chapter 4. It aims to provide fine-grained authorization in collaborative cloud environments.
Additionally, a novel and easily readable format for defining the access control policies is presented in
chapter 5.

1.3

Structure of the document

The present document is structured as follows:


Chapter 1 “Introduction”: it outlines the main objectives of this document and how the
content is structured.



Chapter 2 “Access Control Mechanisms (SotA)”: several approaches and current
solutions related to access control are presented and analysed. The chapter describes how
the access control mechanisms have been evolving over time according to NIST [6] . Firstly it
outlines the Mandatory Access Control and the Discretionary Access Control, following the
Access Control Lists (ACLs) and the Role-Based Access Control (RBAC) and finally the
Attribute-Based Access Control (ABAC). To figure out the evolution of these models is useful
in order to appreciate the flexibility and applicability of the newer ones, such is the case of
ABAC models, and mostly when those ABAC models are applied to multi-tenant
environments.



Chapter 3 “Access Control Model Requirements”: this chapter gathers requirements
related to access control from two different channels, namely: from the cloud model that
TREDISEC project pursues and from the TREDISEC use cases. Finally a list of requirements
that TREDISEC access control model should support is outlined.
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Chapter 4 “Access control model for multi-tenancy”: this chapter describes our proposal
of the devised access control mechanism supporting multi-tenancy. It is a Multi-Tenant
Attribute-Based Access Control (MT-ABAC) approach which uses a XACML framework.



Chapter 5 “Definition of Policy Rules”: a novel language (easily readable for users) for
writing the access control policies is presented. Moreover, some examples of rules written in
the well-known XACML language are included.



Chapter 6 “Design of the enforcement component”: this chapter describes in detail the
design of the policy enforcement component, which is the core component of the access
control mechanism supporting multi-tenancy presented in this deliverable.



Chapter 7 “Conclusions and next steps”: it summarizes the conclusions and the lessons
learnt from this activity.



Chapter 8 “References”: compiles the list of references.
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2 Access Control Mechanisms (SotA)
According to the NIST definition [6] , “Access Control Mechanism (ACM) is the logical component that
serves to receive the access request from the subject, to decide, and to enforce the access decision”.
ACMs can use a variety of methods to enforce the access control policy that applies to those objects.
How these ACMs work can be described in terms of various logical access control models. These
access control models provide a framework and set of boundary of conditions upon which the objects,
subjects, operations, and rules may be combined to generate and enforce an access control decision.
Each model has its own advantages and drawbacks but it is important to know the evolution of these
models to fully appreciate the flexibility and applicability of the newer ones, such is the case of ABAC
models, and mostly when those ABAC models are applied to multi-tenant environments.
This chapter describes how the access control mechanisms have been evolving over time, from the
initial Mandatory Access Control and Discretionary Access Control and Access Control Lists (ACLs) to
the Role-Based Access Control (RBAC) and finally the Attribute-Based Access Control (ABAC).
Multi-tenancy is one of the key features of cloud computing, allowing Cloud Service Providers (CSP)
to share the same instance of virtually dedicated software, platform, or infrastructure to several
tenants (customers). Therefore, since various tenants share the same resource instance, it is
essential that the CSP applies multi-tenant techniques in order to preserve the data security and
privacy for each tenant.
The main characteristics of a multi-tenant cloud system with regard to the access control collected
from this dissertation [9] are summarized as follows:
 Centralized pool of resources: the cloud services are usually presented as a pool of
computing resources centralized in the Cloud Service Provider. The cloud customers
(Tenants) should have full control of their temporarily “owned” resources and they should be
able to create users within the Tenant and assign access privileges to those resources.

2.1



Dynamic and changing environments: the tenants may be created and deleted at any time
and this is not controlled by the cloud service provider. Therefore the authorization model,
especially for cross-tenant accesses, has to be flexible enough to cope with this feature.



Out-sourcing trust: likewise the customers/tenants trust on the cloud service provider when
they deploy their IT infrastructure on it, trust relations among different tenant should be
supported.



Fine-grained access control: the access control mechanism should support to include
contextual and environments constraints (for instance, the purpose of accessing the resource,
the timeframe in which the policy is applicable the location or IP address of the requester,
etc.)



Homogeneity in inter cloud operations: in order to fulfil the standard Service Level
Agreements (SLAs), the Cloud Service Providers usually tend to build cloud systems with a
homogeneous architecture, while only the customer/tenant configurations are different.
Therefore, it would be desirable if the access control model for different tenants is identical
while the policies are customizable.

Mandatory Access Control and Discretionary Access Control

In Mandatory Access Control (MAC), the system is in charge of specifying the access permissions of
subjects to specific data objects.
The MAC model is usually used in environments where confidentiality is of utmost importance, such
as a military institution. Examples of the MAC-based commercial systems are SE Linux and Trusted
Solaris.
In Discretionary Access Control (DAC), the owner of the object specifies which subjects can access
the object. Most operating systems such as all Windows, Linux, Macintosh and UNIX are based on
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DAC models. In these operating systems, when a user creates a file, he/she decides what access
privileges he/she want to give to other users; when they access his/her file the operating system will
make the access control decision based on the access privileges the user granted.

2.2

Access Control List (ACL)

The Access Control List (ACL) stores the identities of those subjects allowed to access a specific
object. If a subject presents an identity/credential that matches the one held in the ACL, the subject is
granted access to the object.
In this access control model each object needs its own ACL and set of privileges assigned to each
subject.

2.2.1

Solutions and Implementations

2.2.1.1 Arsys Access Control
Arsys provides a Cloud Storage service, where customers access their files through WebDav protocol
over HTTPS. Currently, the access control mechanism they use is an Access Control List. When a
user logs in WebDav, a request is sent to a data base to check if the user has the right permissions to
access the storage. If the user is not authorized, the request is rejected with an error code. Otherwise
the user can access their cloud storage account and all its contents (folders and files). Currently, the
owner of a folder or file cannot allow other users to access them (neither folder nor file). Users can
only share files by sending an invitation to specific users via email.

2.2.1.2 SOM and Commune
SOM [31] is a novel access control model. It is a shared-ownership file (but can be easily extended for
supporting directories) access control model that provides a way for addressing the problem of
distributed enforcement of shared ownership within an agnostic cloud. This enforcement implies that
access to files in a shared repository is granted if and only if t out of n owners independently supports
the grant decision. SOM does not specify concrete file access operations (e.g. write and read), works
with an undefined “action”.
The main difference between SOM and the traditional centralized access control models is that the
latter usually has a Policy Enforcement Point (PEP) which, in turn, has one designated Policy
Decision Point (PDP). The PDP collects all the required credentials and evaluates an access control
policy for a given request. The PDP is assigned to one user who can administrate its access control
policy.
The key shortcoming of centralized enforcement is that the PDP’s access decision is solely sufficient
for granting access requests. The administrator, who is responsible for managing the rules stored at
the PDP, can therefore change the policy rules to grant requests that lack the necessary credentials.
In practice, this means that the shared ownership policy agreed upon by the owners can always be
bypassed, and thus the notion of shared ownership nullified.
Commune [31] is a solution for distributed enforcement of shared ownership that uses the SOM
access control mechanism. It is an implementation of SOM which is realized based on ACLs
mechanism and which extends SOM with the necessary elements for better functionality. That way,
Commune defines the actions performed on files using SOM (e.g. read and write). In order to avoid
unilateral control, the Commune content must be stored in separate repositories and not in a
centralized repository. Additionally, in order to achieve the SOM's goals, Commune cannot support inplace writing.
Regarding updating of files Commune splits them into units so that writing a new version of an
existing file only requires updating the units that have changed with respect to the previous version.
Also, one of the assumptions of Commune is the trust in the users so it cannot prevent them from
disseminating a file through an out-of-band channel.
Both SOM and Commune have been implemented and tested in an Amazon S3 cloud server in order
to show their functionality and they can be used with agnostic clouds.
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Role-Based Access Control (RBAC)

The Role-Based Access Control model is based on a pre-defined set of roles that imply a specific set
of privileges associated with them, and to which subjects are assigned. This model evaluates the
access request, checking the role assigned to the subject and analysing the set of operations that this
role is authorized to perform on the object. Based on that it grants or denies the access request to the
object.
The main benefit of a RBAC model is that roles can be easily understood
determine the sets of permissions to be granted to users. In addition, it is
have access to a given permission, and what permissions have been
Moreover a limited number of roles can represent many users or user
assigned to users by non-expert personnel.

by their names and those
easy to audit which users
granted to a given user.
types, and roles can be

However, RBAC models experience some drawbacks, namely: roles must be engineered before
those can be used. Additionally, the role assignments tend to be based upon more static
organizational positions, presenting challenges in certain RBAC architectures, where dynamic access
control decisions are required. Trying to implement these types of access control decisions would
require the creation of numerous roles that are ad hoc and limited in membership, leading to what is
often termed “role explosion”. Furthermore RBAC is constrained to handle dynamically changing
attributes, such as time of day and location
Nowadays the current approaches related to the access control in cloud systems extend the
traditional RBAC model in order to cope with multi-tenant authorization. The usage of a RBAC model
(as such without any extension) in multi-tenant cloud domains would support the aforementioned key
feature of “Centralized pool of resources “, since the RBAC is a centralized model initially designed for
a single organization, but it would not support or it would be difficult to support the other three key
features, namely: “Dynamic and changing environments” and “Out-sourcing Trust”, and finally “Finegrained access control”. The first is not supported since the permissions in RBAC are presented as
operations against objects which are not identifiable in the access control policies since they are
temporary. The second is not supported because in RBAC the association role-permission is initially
devised for operations within a single organization (in this case the tenant), and therefore a role can
only be associated with a set of operations in a tenant. This is, using the traditional RBAC model the
cross-tenants access would be not supported or minimally supported. Finally the last one, “finegrained access control” is neither supported, since RBAC only includes the role attribute of the
subject.
Taking into account this drawback of the traditional RBAC models, several current trends try to solve
or cope with the challenge of including trust relations among tenants in access control mechanism
based on RBAC. One example of these extensions is the Multi-Tenant Role-Based Access Control
(MT-RBAC) models presented in this paper [1] . This model aims to provide fine-grained authorization
in collaborative cloud environments by building trust relations among tenants. The users in the
1
trustee may restrictively inherit permissions from the truster, so that multi-tenant collaboration is
securely enabled. It introduces three MT-RBAC models that vary in the granularity of the trust
relations, specifically in the truster’s role exposal:


MT-RBAC_0: in this approach the entire roles structure of the truster is exposed to all trustee
entities.



MT-RBAC_1: in this approach the truster’s roles can be simply classified into two sets: public
roles and private roles, and only those public are exposed equally to all Trustee entities, and
those private are never exposed to other Tenants.



MT-RBAC_2: in this approach the public roles sets are customized for different trustee
entities.

1

For the sake of reading and understand the concepts used in this paper: the tenant who establishes
the trust is called “Truster” and the tenant being trusted is called “Trustee”
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Solutions and Implementations

2.3.1.1 OpenStack Access Control Model
In this section we present the core OpenStack Access Control (OSAC) based on OpenStack Identity
API v3 [30] which is the latest stable version.
The core OSAC extends the traditional RBAC model to support multi-tenancy. The model contains
eight core entity elements: Users, Groups, Projects, Domains, Roles, Services, Operations and
Tokens. Other entities in the OpenStack Identity API are regarded as implementation specific such as
credentials, regions and endpoints. Each of the entities has a globally unique resource identifier
provided by the identity service.
As a role-based authorization model, the core of this access control model is the assignments related
to roles: user assignment, group assignment and permission assignment (PA). Both groups and users
are assigned to project-role pairs but permissions are assigned to roles. As a result, the permissions
assigned to a role populates across all the projects.

2.3.1.2 GRNET Access Control
GRNET offers ~okeanos, an Infrastructure-as-a-Service (IaaS) that includes virtual machines (VMs),
VM disks and files. The basic resource elements that disks and files are made of are data blocks.
VMs include a multitude of other basic resource elements such as networks, CPUs, RAM, and IPs.
~okeanos offers file sharing capabilities based on the notion of projects, through which resources are
allocated to members, i.e. users. Thus, access control is limited to granting access permissions to
specific members of a project, that is, users that collaborate.
Each project in ~okeanos has some resource quotas. Currently, GRNET’s access control (a RBAC
model) allows the project owner to have full access to the project's resources. Furthermore, it permits
the owner to share her project's resource quotas (e.g., number of cores, memory, storage) or files
with other project members, but it doesn’t cover the multi-tenancy requirement: A project member is
not allowed to manage another member's instantiated resources (e.g. add, deploy or delete a VM),
although she can use them (e.g. connect to an instantiated cluster via SSH to its public IP). The
access control policy is enforced by the logic of the services that implement the resources. All access
attempts are first validated through an authentication and resource management service.

2.4

Attribute-Based Access Control (ABAC)

According to NIST [6] definition, an “Attribute Based Access Control (ABAC) is an access control
method where subject requests to perform operations on objects are granted or denied based on
assigned attributes of the subject, assigned attributes of the object, environment conditions, and a set
of policies that are specified in terms of those attributes and conditions”.
The concept of Attribute Based Access Control (ABAC) has existed for many years, and it represents
a logical access control model that could support access control lists, role-based access control, and
the ABAC method for providing access based on the evaluation of attributes.
Traditionally the access control has been based on the identity of a user requesting the execution of
an operation (e.g. read) on an object (e.g. a file), either directly, or through predefined attribute types
such as roles or groups assigned to that user. However over time the enterprises realized that this
approach of access control was often difficult to manage, given the need to associate capabilities
directly to users or their roles or groups. Additionally, they also noted that the requester attributes of
identity, groups, and roles were often insufficient for defining real-world access control policies (for
instance, they needed to include attributes, such as time of day and user location, for distributed,
dynamically changing systems).
An alternative to the traditional access control mechanisms is to grant or deny user access requests
based on attributes of the user and attributes of the object, and environment conditions that may be
relevant and globally recognized. This approach is often referred to as ABAC. ABAC uses labelled
objects and user attributes instead of permissions to provide access control in a flexible manner.
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However, a potentially large number of attributes must be understood and managed, and attributes
must be selected by expert personnel.
One example of an access control framework that is consistent with ABAC is the Extensible Access
Control Markup Language (XACML) [8] .
The main advantages of the ABAC model against the previous ones are outlined:


In multi-organization authorizations (for instance between different organizations), the
previous access control mechanisms (non-ABAC) would require to configure the subject’s
identity, who is trying to access a remote object in a target organization, in an access list
within that target organization. However with ABAC that explicit authorization is not needed
since it is based on subject and object attributes.



ABAC model enables flexibility in a large enterprise where management of access control
lists or roles and groups would be time consuming and complex.



ABAC does support multi-factor decisions (for example, decisions dependent on physical
location); consequently, ABAC provides a fine-grained access control mechanism.

Once the core elements of the ABAC model have been described and the main advantages with
regard to previous access control models summarized, the following is to research how this type of
access control model is currently used or it could address the main characteristics of access control in
the multi-tenant cloud computing systems described at the beginning of this chapter.


Centralized pool of resources: this feature means that each tenant should have full control of
the cloud computing resources within its domain (their temporarily “owned” resources), and
the tenant (for instance the tenant administrator) should be able to create users within the
tenant and assign access privileges to those resources. Usually, it is a challenge for the
administrators to specify access control policies based on objects before they are created.
This can be achieved using attribute-based access control (ABAC) approaches.



Dynamic and changing environments: Nowadays the ABAC model is the most flexible for
addressing this feature. As it was mentioned earlier, trying to use a RBAC access control
mechanism in dynamic and changing environments would imply the risk of “role explosion”.



Out-sourcing trust: This feature can be supported using an ABAC model.



Fine-grained access control: as it was mentioned before, this is one of the key benefits of the
ABAC model. It enables to include contextual and environment constraints.



Homogeneity in inter cloud operations: ABAC allows customizing different policies for each
tenant; therefore this characteristic is also fulfilled.

2.4.1

Solutions and Implementations

2.4.1.1 XACML Security Proxy
The XACML Security Proxy is a fine-grained Attribute-Based and Policy Based Access Control
(ABAC) solution that controls access to resources by analysing HTTP requests and context
information, including user attributes, system attributes, etc., and taking into account privacy
restrictions over the attributes.
The Security Proxy extracts user attributes from an HTTP request, confirming its integrity and
checking its validity (signature and expiration time). The information retrieved is then transformed into
a standard XACML request, which is used jointly with the XACML security policies applicable to that
resource in order to decide whether to grant or deny access to the resource.
Therefore, this architecture allows any HTTP-based services, including REST and SOAP, to be
secured in a transparent way. The Security Proxy supports specific business logic by letting policies to
refer to any field of the request, including its body. It also supports live cloud update of configuration
and policies, can work in both centralized and decentralized ways, works natively with XACML (which

13

Project No 644412
Date 30.03.2016

D4.1 A Proposal for Access Control Models for Multitenancy

Dissemination
Level

(PU)

is the de-facto standard for access control developed by OASIS standardization body) and can also
be used for executing privacy policies. It can be easily extended for supporting multi-tenancy, and
although it has currently no GUI for defining policies, it includes an automatic policy generator library.
The architecture of the Security Proxy and Authorization Engine is shown in Figure 1:

Figure 1: Architecture of the authorization engine and security proxy

The authorization engine follows the standard XACML architecture proposed by OASIS. It provides
the functionality to manage policies and to enforce them.
In order to be able to protect resources accessed through HTTP, a security proxy was created. This
security proxy acts as a regular proxy, but it takes its decisions to allow or deny access to the
resources based on the results of the evaluation of the request made by the authorization engine.
When the proxy receives an access request, it acts partially as a PEP. It will obtain information from
the HTTP request and send it to the authorization engine. The authorization engine will then evaluate
the request against the policies protecting the resource trying to be accessed. The response of this
evaluation will be sent to the security proxy, which will then send an HTTP response corresponding to
the evaluation result, either redirecting to the resource or denying the access.

2.4.1.2 Attribute-Based Encryption (ABE)
In addition to all previously described access control mechanisms, one can also ensure access
control with the use of attribute-based encryption (ABE) solutions. The notion of attribute–based
encryption was first introduced by Sahai and Waters as fuzzy identity–based encryption in [11] . ABE
extends the notion of Identity–Based Encryption (IBE) [12] by assigning a number of attributes to the
public key instead of a unique item such as an e-mail address. Decryption of the ciphertext only
succeeds if the user’s attributes match the set of attributes defined in the policy. Goyal et. al. [13]
further clarified the concept of ABE and proposed two complementary types of ABE: Key–Policy ABE
(KP–ABE) and Ciphertext–Policy ABE (CP–ABE).
On the one hand, in a KP–ABE scheme, an access policy is correlated with the user's private key,
and the ciphertext is associated with a set of attributes. A user will be able to decrypt all ciphertexts
whose attributes satisfy the access policy associated with her key. A construction of KP–ABE was
provided in [ [13] and several subsequent solutions ( [14] [15] [16] [17] ) extend the functionality
(with more complex access structures) and the security of the scheme.
On the other hand, in a CP–ABE scheme, the user's private key is associated with a set of attributes,
and the ciphertext is associated with an access policy over a defined set of attributes within the
system. A user is able to decrypt a ciphertext only if the set of attributes associated with the user's
private key satisfies the access policy associated with the ciphertext. Policies may be defined over
attributes using conjunctions, disjunctions and (k,n)–threshold gates (i.e. k out of n attributes have to

14

Project No 644412
Date 30.03.2016

D4.1 A Proposal for Access Control Models for Multitenancy

Dissemination
Level

(PU)

be present in order to decrypt the ciphertext). Moreover, there may also be non-monotonic access
policies which additionally include negations in the policy [18] .
CP–ABE schemes can be used to design a new rule-based access control solution as the policy is
sticked to the ciphertext and only users who comply with this policy can decrypt it. Furthermore, since
CP-ABE only allows data encryption based on attributes, it does not require the knowledge of the
actual users who will access the data. With this advantage, new users can join the system at any time
and their addition to the system will not impact the already encrypted data.
The first CP–ABE construction supporting tree–based access structures on generic group models was
presented by Bethencourt et. al. in [19] . Subsequently, a number of variants of CP–ABE schemes
[20] [21] [22] have been proposed: these either extend the functionality of the solution or improve
their security proofs. The problem of policy update is discussed in [13] [23] [24] and these solutions
propose concrete schemes that enable efficient access control dynamic policies for cloud storage. In
this case, users need to authenticate to update policies. Solutions in [25] [26] [27] adopt attribute–
based signatures (ABS) [28] in order to anonymously authenticate.

2.5
2.5.1

Other access control approaches
ACaaS: Access Control as a Service for IaaS Cloud

The paper [2] proposes an Access Control as a Service that supports multiple AC models, and
describes a reference implementation prototype that works with RBAC-based AC for Amazon Web
Services (AWS). ACaaS follows a flexible and modular architecture that allows plugin various AC
models: mandatory access control (MAC), role-based access control (RBAC) policies, multi-level
security policies, and so on, as well as many public cloud infrastructures with web services based on
APIs. The ACaaS model targets to overcome the critical need of a comprehensive and fine-grained
access control mechanism to meet dynamic, configurable, and extensible security requirements in
public IaaS cloud computing environments. Although the paper tests the model with one IaaS product,
it does not evaluate the system with real world datasets. Delegation mechanisms and revocation
requirements are not considered in the model either.

2.5.2

Distributed Access Control Architecture for Cloud Computing

In this article [3] the authors present a distributed architecture composed by three key elements: a
Virtual Resource Manager (VRM), a distributed access control module (ACM) and a service-level
agreement (SLA). The information about the virtualized shareable resources and services of each
cloud is stored in a virtual global directory service (VGDS), which is manifested across SLAs. The
VRM is responsible for providing and deploying virtual resources, and maintains a list of required
virtual resources with their configuration, including both local and remote resources through VGDS.
SLAs provide access to remote resources, whereas the VRM is responsible for monitoring deployed
resources and might allocate or release them to ensure SLA compliance, including guarantees for
quality of service. To manage the scalability issue in cloud computing in term of users and resources,
the VRM uses a distributed architecture. An ACM resides at each layer to enforce the access control
policy at its resident layer (SaaS, PaaS or IaaS).

2.5.3

OpenAM

OpenAM is a commercial solution that relies on policies to reach authorization decisions, such as
whether to grant or to deny access to a resource. OpenAM acts as the policy decision point (PDP),
whereas OpenAM policy agents act as policy enforcement points (PEP). In other words, a policy
agent or other PEP takes responsibility only for enforcing a policy decision rendered by OpenAM.
When you configured applications and their policies in OpenAM, you used OpenAM as a policy
administration point (PAP).
When a PEP requests a policy decision from OpenAM, it specifies the target resource(s), the
application, and information about the subject and the environment. OpenAM, as the PDP, retrieves
policies within the specified application that apply to the target resource(s). OpenAM then evaluates
those policies to make a decision based on the conditions matching those of the subject and

15

Project No 644412
Date 30.03.2016

D4.1 A Proposal for Access Control Models for Multitenancy

Dissemination
Level

(PU)

environment. When multiple policies apply for a particular resource, the default logic for combining
decisions is that the first evaluation resulting in a decision to deny access takes precedence over all
other evaluations. OpenAM only allows access if all applicable policies evaluate to a decision to allow
access.
OpenAM communicates the policy decision to the PEP. The concrete decision, applying policy for a
subject under the specified conditions, is called an “entitlement”.
The entitlement indicates the resource(s) it applies to the actions permitted and denied for each
resource, and optionally response attributes and advice.
When OpenAM denies a request due to a failed condition, OpenAM can send advice to the PEP, and
the PEP can then take remedial action. For instance, let’s suppose a user comes to a web site having
authenticated with an email address and password, which is configured as authentication level 0. Had
the user authenticated using a one-time password, the user would have had authentication level 1 in
their session. Yet, because they have authentication level 0, they currently cannot access the desired
page, as the policy governing access requires authentication level 1. OpenAM sends advice,
prompting the PEP to have the user re-authenticate using a one-time password module, gaining
authentication level 1, and thus having OpenAM grant access to the protected page.
OpenAM can be used as an ABAC model, since it provides an API for importing/exporting XACML
policies.

2.6

Lessons learnt from the access control models SotA

Aiming to define an access control for dynamic environments, such as cloud systems supporting
multi-tenancy, several approaches based on RBAC and ABAC models were analysed. The summary
of this analysis is that trying to implement such an access control mechanism using a RBAC scheme
would be limited. An RBAC scheme would support just two characteristics, namely: “Centralized pool
of resources” and “Homogeneity in inter cloud operations”. RBAC schemes cannot support the
remaining characteristics that a multi-tenant cloud system should encompass with regard to access
control, and which are outlined at the beginning of this chapter 2. On the contrary, an ABAC scheme
can support all of the mentioned characteristics and therefore is a better choice for constructing an
access control mechanism in this scenario.
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3 Access Control Model Requirements
3.1

Requirements related to the cloud computing models targeted in
TREDISEC

The following list is a set of requirements (not ordered by priority, not grouped by category either) and
considerations that may have an impact in the specification of the model for Access Control that we
need to define for TREDISEC. The model should be abstract enough to be applicable at different
architectural layers and/or supporting different deployment options. However, the model should be
specific enough to take into account the restrictions and requirements imposed by the cloud
computing model TREDISEC is targeting (i.e. efficient and secure) and by the particular
characteristics of the use cases (in order to be demonstrated and evaluated). Following, we describe
the list of requirements of the cloud computing models described in Deliverable 2.2 [5] . For each of
them we provide an indication of M=Mandatory or O=Optional.




2

Support for Multi-tenancy (M, WP42-R1 , WP41-R1, WP44-R2): multi-tenancy means that a
single instance of the cloud resource (for instance, applications, storage, computing platform, and
virtual machines) serves several tenants (a group of users of one customer/company). Besides
their efficiency, multitenant services can scale easily. Shared ownership of resources must be
considered. Secure collaboration implies isolation that can be achieved in different ways:
o

Isolation in Hardware level: in this case, the requests of distinct tenants are handled by
different hardware;

o

Hardware and platform based virtualization: such techniques create multiple virtual nodes
and storage facilities (e.g. volumes, file systems, containers) for each tenant;

o

Process-level isolation: this technique hinges on the isolation provided by multi-user
operating systems to separate resources belonging to different tenants;

o

Application-level isolation: the application is enhanced with access control enforcement to
grant or deny access to otherwise shared resources.

Support for Storage efficiency techniques ((M, WP43-R3, WP43-R4, WP43-R5 (O)): used by
storage providers to make an optimal use of their storage resources by reducing the space
needed to store client data.
o

Data compression: encoding information using fewer bits than the canonical
representation requires.

o

Deduplication: instead to discard multiple copies of a common datum, a single copy is
stored and extra copies only reference to the original.



Fine-grained AC (M): covering multiple cloud layers (at service/application, platform and
infrastructure level) and allowing enforcing of security policies with low level of granularity,
increases the level of security.



De-centralization (O): each service model retains administrative control over its resources and
AC rules may grow significantly complex (involve multiple independent clouds, increase
granularity of resources, higher number of users and tenants) to be handled only by one
component. Multiple independent clouds require distributed policy enforcement agents. Decentralized decision points rather than single central PDPs increase resiliency of AC mechanisms
to attacks and malicious insiders.



Interoperability (M): to support a de-centralized environment and enable collaboration, resource
and service policies might use different models requiring seamless interoperation among policies
across vertical and horizontal layers. Going for standard formats for specification of policies is
encouraged (e.g. XML-based like XACML)

2

This identifier refers to the requirement ID used in D2.2 [5]
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Federation (O): support transference of customer’s credentials (attributes) across to access
services and resources, to support collaboration. Implies a degree of trust and dependence
between tenants (and between tenants and the cloud provider). Introducing an authentication
model (e.g. SSO) in the AC model.



Support for semantic and contextual constrains (M, WP41-R1): Semantic constraints (e.g.
separation of duties) and contextual constraints (such as temporal, environmental, usage or
isolation constraints included in an access request, e.g. physical geo-location of requests and/or
resources, etc.) must be evaluated when determining access to services and resources. Usage
control extends access control by adding restrictions to future data usage once data access has
been granted.



Privacy-respectful (M, WP41-R2): The set of user attributes obtained should be limited to those
strictly necessary to evaluate an access request against the corresponding AC policy. Support for
including privacy policies regulating access to user attributes is also desirable. Sticky policies
attached to data (regulating use of data, for instance) is another possibility.



Support for revocation (M, WP41-R1): attribute revocation increases flexibility and adaptability
of traditional ABAC models to dynamic environments such as cloud computing. Policy revocations
and their correct propagation must be taken into account in a distributed AC architecture
approach.



Support for secure deletion (O, WP44-R1, WP44-R3): Secure deletion [32] is the task of
deleting data irrecoverably, even in the case of full user compromise. Cloud storage, however,
can be seen as a persistent medium. This is motivated by a possible cloud compromise and
legislative requirements. Secure deletion can therefore not trivially be performed. This procedure
should allow the user to perform meaningful deletion without leaving any sensitive content
inadvertently exposed (i.e. not deleted).
In the context of this deliverable, this is, with respect to access control, secure deletion implies the
access control mechanism should allow defining policies related to secure deletion of content.





Performance-related requirements. All these requirements are related to the access control
model. They have a high impact in the functionality and work of the system:
o

Response time: how much time it takes from the moment a user sends a request to the
system until a complete response is provided. The factors that account for it are resource
capabilities —processing power, memory, disk, network latency and bandwidth— and the
load produced by other processes running in the server or the number of concurrent
requests.

o

Uptime: The total time the service is available. It is necessary to take into account the
provider’s own uptime. Other factors involve the recoverability of the system (i.e. how
much time it takes to restart the service after a failure happens).

o

Requests per unit of time: number of requests the system can handle successfully per
unit of time, and can also be referred to as the system’s throughput.

o

Fault tolerance: how it can withstand errors, either hardware or software-based. In the
case of cloud, non-software errors can be generated either at the physical or the virtual
machines hosting the service.

Distributed architecture: assuring resource sharing across multiple clouds implies a distributed
and collaborative environment. There are different options of collaboration:
o

Federated: high degree of mutual dependence and trust among collaborating clouds and
supports a long-term interoperation. Use of global meta-policies, policy-composition
framework.

o

Loosely coupled (O, WP2A9, WP2A3): local policies govern interactions among multiple
clouds. More flexible and autonomous. Requires verification for conformance of individual
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clouds’ security and privacy policies. The information about the virtualized shareable
resources and services of each cloud is stored in a virtual global directory service
(VGDS).
o



Ad-hoc: user is only aware of a few remote sharable services. Ensure secure
interoperation via discovered resources and services in a dynamic interoperation
environment where clouds can join and leave in an ad hoc manner.

Deployment model: End-to-end(E2E) AC vs ACaaS (vs Hybrid):

3.2

o

E2E AC: cloud users do not rely on any trusted third party to perform AC. All the security
operations necessary to evaluate and grant/deny access to shared resources are
implemented at the tenants’ side.

o

ACaaS: cloud users are not required to implement any AC mechanism, but they rely on
trusted third party modules that we call ACaaS (AC as a Service). These services obtain
all the information required to evaluate the AC policy and take the decision to grant/deny
access. This architecture however assumes that the ACaaS module is fully trusted, and
consequently, it just shifts the responsibilities related to data security and privacy from the
cloud service providers to the ACaaS which may not be an ideal alternative for cloud endusers.

o

Hybrid (O, WP2A3): a combination of the previous two. Cloud users are endowed with
security modules that are in charge of performing some authorization-related
steps/operations, but rely on third party services (ACaaS) which process the access
request further before passing it to the cloud service providers in the aim of minimizing
the computation load at the end users. The ACaaS module acts as a proxy that (a)
transforms the access request received from end users in a manner that allows efficient
data processing at the cloud service providers, and/or (b) performs some previous
authorization phases that are not possible for the cloud provider (strong authentication,
context evaluation) and let the cloud service provider to perform the rest of the
authorization steps (i.e. standard mechanisms of the cloud provider).

Requirements extracted from the TREDISEC Use Cases

This section describes, specifically, the requirements and characteristics of the use cases related to
access control, namely: UC1”Enhance Storage Efficiency Securely”, UC2 “Multi-Tenancy and Access
Control” and UC3 ”Optimised WebDav service for confidential storage”. Its aim is to provide a list of
necessities to be covered in TREDISEC so our access control model can fulfil them. The
requirements and a more in-depth description of the use cases are described in Deliverable 2.1 [33] .

3.2.1

Requirements extracted from UC1 and UC2

~okeanos is an IaaS offering that caters thousands of users, providing both storage and
computational resources. It relies on the open source Synnefo cloud management software,
developed by GRNET. Synnefo provides a well-defined, Openstack-compatible API.
Resource sharing in ~okeanos is built upon the notion of projects: A project consists of a set of
resources, owned by a user and shared among the project members. Access control is currently
achieved by simply granting access permissions to specific project members. Moreover, resource
isolation is enforced by the Synnefo cloud management stack, which leaves the system vulnerable to
attackers that can bypass the Synnefo access control mechanisms.
In its use cases, GRNET aims to adopt a fine-grained multi-tenancy access control model for sharing
all the types of resources that it offers and achieve stronger resource isolation at all layers (physical,
OS and application). The requirements are:


Tenants must be able to set per-resource and per-user access control for its members.



Tenants must be able to share resources with other tenants.
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Tenant users must also be able to share resources with other users.



Tenants must be able to limit sharing capabilities of their users.



Tenant users must be able to exploit any resource sharing set up across tenants.



The resources to be controlled are management operations on VMs and access to disks and
files.



All sharing must be revocable in a way that supports the use case requirements for
deduplication and secure deletion.

3.2.2

Requirements extracted from UC3

Arsys offers cloud storage as an “Online Hard Drive”. Customers can access their documents through
WebDav protocol over HTTPS in order to easily and conveniently share them with their collaborators
from any device, anywhere, at any time. The storage backend relies on GlusterFS. In this use case,
Arsys aims to enhance the service with access control primitives that will allow tenants (customers) to
manage more than one user with different data access and permissions while guaranteeing data
isolation among tenants and users.
The requirements of this use case are:


The user accesses her data/resources in the cloud storage system according to permissions
and roles



Users from same tenant can share same resources (i.e. folders, files…).



Users can switch tenants. When a user is unregistered from a tenant, the user files will be
moved to the new tenant’s space.



(Inter-tenant isolation) A tenant (along with its users) must not be able to access, manipulate,
or gain any information about the resources that belong to other tenants



(Intra-tenant isolation) A tenant user must not be able to access or manipulate the resources
that belong to other users of the same tenant unless sufficient permissions are granted



A tenant can manage more than one user's permissions and roles.



Tenants must be able to limit sharing capabilities of their users.

3.3

Selection of requirements to be fulfilled by the access control model

In the following we list and describe a list of requirements related to access control that we need to
fulfil with our access control model. It contains both the requirements of the cloud identified in D2.2 [5]
and the ones of the use cases described in D2.1 [33] . We performed an additional analysis of the use
case and the requirements in order to be able to align better with them and use them as basis and for
validation of the access control model we are designing in TREDISEC.


Support for Multi-tenancy (M, WP42-R1, WP41-R1, WP44-R2). The access control model
should support multi-tenancy as a basis. It was also identified in the use cases they want to
provide this functionality for their users. Multi-tenancy is a key common attribute for both
public and private clouds and applies to the three layers of a cloud (IaaS, PaaS and SaaS).
Additionally, the three use cases require this property as basis for their systems. Therefore, in
order to cover as many cloud specification systems as possible this is a critical property that
our access control model has to fulfil.



Support for storage efficiency techniques (M, WP43-R3, WP43-R4, WP43-R5 (O)). The
access control model should support efficiency techniques such as compression and
deduplication and be transparent for the system. Additionally, this is a requirement specified
in UC1 and UC3.
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Fine-grained AC (M): the granularity of the access control model has an impact on the level
of decisions it can make. The more fine-grained it is the better decisions it can make about
the requests. Additionally, this is a requirement identified in UC1 and UC2 so we will use it as
basis for the level of granularity to be provided in our model.



Interoperability (M): one of the critical properties nowadays in an access control model is the
ability to make it interoperable with other models. That way different organizations with
decentralized and distributed (yet federated) access control models can share valuable
resources/services in secure, reliable and efficient manner with no or minimal changes to their
existing infrastructure.



Support for semantic and contextual constrains (M, WP41-R1): related to the fine-grained
characteristic, the access control model should provide support for semantic and contextual
constraints as the more information is provided in the accesses and requests the system will
be able to make better decisions (e.g. location-based decisions, time-stamp decisions, etc.).



Privacy-respectful (M, WP41-R2): although privacy of data is a critical issue nowadays the
privacy of the requests is becoming also a key one. The requests should be done in a private
way (protecting the info provided in it) and only provide the minimum set of necessary
information for checking with the policy of the access control.



Support for revocation (M, WP41-R1): this is another key issue that access control models
have to provide. The access control system should be able to provide revocation of policies
under specific circumstances (e.g. time constraints, location constraints, etc.) and also
delegation of revocation of policies. Additionally, it is a mandatory requirement of UC1 and
UC2, so we will use them as basis for fulfilling them in the access control model we design
here.



High performance (M, refers all WP4 requirements described in D2.2): the security primitives
to be provided in TREDISEC must fulfil not only security requirements but also performance
requirements. In this way the solution we provide must provide a minimum set of performance
characteristics, which will be validated in the use cases of TREDISEC.
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4 Access Control Model for Multi-tenancy
This chapter describes the devised TREDISEC access control model supporting multi-tenancy, which
is based on an ABAC model and it uses a XACML framework. This advanced access control
mechanisms will allow tenants to define fine-grained policies on a per user basis, and which can be
easily integrated in current cloud environments. Using this access control model the cloud service
providers will be able to share resources (any kind of resource) among their users.
In addition an analysis about how this proposed model covers the requirements listed in section 3.3
is also included.

4.1

High level design of the access control model for multi-tenancy

Cloud computing’s multitenancy and virtualization features imply security and access control
challenges due to sharing of physical resources among potentially untrusted tenants, resulting in an
increased risk of side-channel attacks. Additionally, the interference of multitenancy computation can
result in unauthorized information flow.
The aim of the TREDISEC access control model is to provide an enforcement component for
distributed attribute-based access control (ABAC) policies that ensures that authorized users get
access to the selected resource whilst the access is refused to unauthorized parties in multi-tenant
cloud storage systems.
The overall view of the proposal for the aforementioned access control model is depicted in Figure 2.

Figure 2: Overall view of the access control model supporting multi-tenancy

The authorization process works as follows: the access control request from the Tenant A’s user
(steps 1-2) is submitted to the PEP_A (located within the Tenant A). This request includes the
requesting subject, the requested service or resource, and the type of permissions requested for that
service or resource (such as read or write privileges). The request might also include the credentials
needed for authentication and authorization. The PEP_A parses the requests from the Tenant A’s
users and generate normalized (XACML format) requests which will be sent to the centralized policy
decision point (PDP) module. Once the PDP receives the access request it retrieves the proper policy
stored in the centralized Policy Repository and performs the policy evaluation (matching between the
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access request against the policy). After the decision is made, an XACML format response will be
sent back to the requesting PEP_A to take effect with respect to the requested access.
The same process occurs when a user from Tenant B tries to access the same shared resourced
within the cloud system (steps 3-4).
For those access requests coming from outside the Tenant (for instance a Tenant A’s user trying to
access the cloud resource from outside the Tenant A), the access request is submitted to the PEP
within the ACM. The PEP creates the XACML request which will be sent to the PDP to be evaluated.
Once the evaluation is done and the decision taken an answer is sent back to the PEP within the
ACM for accessing the cloud resource.
The Figure 3 below depicts an example about how this proposed access control model for multitenancy would fit in the IaaS layer of the cloud reference architecture.

Figure 3: How the Access Control Model for Multi-tenancy fit in the cloud reference architecture.

The main components of the Figure 3 are outlined below:


Tenant: represents any enterprise or large corporation that leverages cloud services, and
accordingly, consists of a set of users (i.e. company employees) who create, outsource and
later access the tenant files in the cloud.



Tenant Users: users of the tenant (for example the company employees).



Tenant Administrator: The administrator deploys the infrastructure in the cloud, sets global
and per user resource limits, and defines the access control policies for actions of Tenant
Users upon the Tenant resources through an API exposed by the Cloud Provider (Resource
Manager).



Tenant Resources: for instance services, files and folders.
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Identity Manager: The tenant members are authenticated as Tenant Users through their
existing local IT authentication mechanism. The authentication mechanisms supported by the
tenants can cover a broad range of authentication solutions. Namely some of them wellknown and used nowadays: user/password, credential (digital signatures and certificates),
biometric techniques and Security Assertion Markup Language (SAML). The latter is an XMLbased standard for web browser single sign-on and therefore it supports identity federation.



Tenant Access Control Module (PEP): The access control request submitted to the PEP
includes the requesting subject, the requested service or resource, and the type of
permissions requested for that service or resource. The request might also include the
credentials needed for authentication and authorization. The PEPs parse the requests from
the tenant’s users and generate normalized (XACML format) requests to be sent to the
centralized policy decision point (PDP) module.



Access Control Module (ACM): it is usually part of the cloud system although the PDP
component might be in a third party entity. This is the core component of the access control
model. It performs the policy enforcement and the policy management, which will be
described in detail in the next chapter 6.

The main components of the ACM are:


Policy Enforcement Point (PEP): for access request coming from outside the tenant, the
access request is submitted to this component in order to generate the XCAML request to be
sent to the PDP.



Policy Decision Point (PDP): The PDP is the component which evaluates the access
request against the policies in order to protect the resource trying to be accessed. Once the
decision is made, an XACML format response will be sent back to the requesting PEP to take
effect with respect to the requested access.



Policies Repository: it stores the XACML policies. Trust relations among tenants could be
defined and supported extending the XACML policies.



Resource Manager (RM): the manager of the resource on which the Cloud User requests
permission to perform an action. The Resource Manager may not have a direct relation with
the cloud provider. The cloud provider assigns resources to a Resource Manager and the
Resource Manager can assign permissions for the Cloud Users on the resources. For
simplicity we will consider the Resource Manager as a component of the cloud system.

The Tenant Administrator using the API provided by the Cloud Provider (Resource Manager) is able
to provide the ACM an access and authorization policy for the tenant’s users.


Cloud Resources: Considering the usual cloud models: SaaS, PaaS or IaaS the offered
resources by the cloud provider might be:
o

Resources offered by SaaS Providers: In the software as a service (SaaS) model, users
gain access to application software and databases.

o

Resources offered by PaaS cloud providers: they usually deliver a computing platform,
typically including operating system, programming-language execution environment,
database, and web server.

o

Resources offered by IaaS cloud providers: providers of IaaS offer computers – physical
or (more often) virtual machines and other resources. They usually offer additional
resources such as a virtual-machine disk-image library, raw block storage, file or object
storage, firewalls, load balancers, IP addresses, virtual local area networks (VLANs), and
software bundles.
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Activity diagram

Figure 4: Access Control Activity Diagram

4.2.1

Fulfilment of requirements

The selected ABAC access control model described in the previous sections has been studied with
the list of requirements of Section 3.3 as basis so it fulfils all the key necessities we identified in the
cloud and the mandatory ones for the use cases. Therefore, the fulfilment of the requirements is as
follows:


Support for Multi-tenancy: our access control model supports multi-tenancy for cloud
service providers so they can protect data for each customer (tenant). This model covers the
needs of the cloud: centralized facility, agility, homogeneity and out-sourcing trust. The
performance and scalability of this service is assured by the cloud. The policies are stored in
the central service along with the policy decision point (PDP). Each cloud service, the one of
the tenants, has a policy enforcement point (PEP) that sends access requests to the PDP and
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enforces responses from the PDP in a multi-tenant fashion. In addition, trust relations among
tenants could be defined and supported extending the XACML policies.


Support for Storage efficiency techniques: the access control model we propose supports
storage efficiency techniques by being transparent to these mechanisms and allowing its use
by the cloud systems.



Fine-grained AC: this requirement is fulfilled thanks to the XACML format we use for the
requests and policy definitions. This format allows a fine-grained definition so the enforcement
of the accesses can be more complex than simple access control models have. This is also a
benefit for having multi-tenancy support, as it requires requests to have more information for
describing the tenants, services or data to be accessed, etc.



Interoperability: the usage of the standard formats XACML for the policy definition makes
interoperability easier in de-centralized environments (for instance environments consisting of
multiple independents cloud systems).



Support for semantic and contextual constrains: this requirement is supported by the
XACML framework, which enables to include this type of constraints in the policy definition.
This property is related to the fine-grained one, as the support of this type of constrains
require policies that can be defined at that level.



Privacy-respectful: this requirement is also covered by the XACML framework. Actually a
specific profile related to privacy is included in v3 of XACML [29] . This privacy profile allows
many functionalities for protecting the information provided for the requests, including, for
example, the purpose of accessing the resource.



Support for revocation: our access control model supports this property by allowing the
definition of revocation not only directly but also under specific circumstances that can be
defined in the policies. Besides, it allows the delegation of revocations in the policies.

Additionally this list of optional requirements is also covered:


Support for secure deletion: the flexibility of our access control model allows the definition
of secure deletion in the policies so it can be defined also to be applied in specific
circumstances. Our model allows transparent use of this functionality in the storage system.



Loosely coupled architecture: this requirement is covered by our access control model
since the policy enforcement could be performed by each tenant or cloud service (the PDP of
each cloud) in the case of interactions among multiple clouds.



Hybrid deployment model. This requirement is covered since the components performing
the access control policy enforcement, namely the set of PEPs and the PDP, are deployed
following a hybrid model. That way some of them are deployed on the tenant side (PEPs) and
the centralized PDP is deployed in a trusted third party entity (although this third party might
be a component of the cloud environment).
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5 Definition of Policies
The aim of this chapter is twofold: on one hand it pursues to define the access control policies in a
natural language, which should be easily readable to users. On the other hand, it provides some
examples of TREDISEC access control policies written in XACML language. The flexibility of the
XACML framework enables to cover many aspects of an access control model for complex systems,
specifically in multi-tenant cloud systems. Some of these aspects which were highlighted in the
previous section 4.2.1, encompass: interoperability, fine-grained access control, support for
contextual constraints and support of privacy profiles.

5.1

Formal definition of the access control policies

This section describes a formal and readable authorization model for controlling access to resources
in a cloud system, which is an extension of the one published in the paper [4] , this is, we adapt and
extend that model to be applied in TREDISEC. Two new elements are added to the tuple of the initial
model namely: “Privacy,” and “Constraints“. The first enables to include privacy constraints (for
instance the purpose of accessing the resource) and the latter enables to include context and
environment constraints.
In summary an authorization model has to decide if a subject has the privilege to perform a given
action over a specific object. This statement might be represented by a 3-tuple (Subject, Privilege,
Object). In order to support multi-tenancy, where different tenants are using at the same time the
authorization system, this 3-tuple has to be extended to a 4-tuple (Tenant, Subject, Privilege, Object).
Additionally if we want to protect different objects, the previous 4-tuple is extended to 5-tuple (Tenant,
Subject, Privilege, Interface, Object) where Interface represents the way in which the object is
accessed.
The drawback of the aforementioned model is that users’ roles are not considered. Therefore, in order
to support a role-based access control, a new 3-tuple (TenantAdmin, User, roleName) is defined. That
means that the TenantAdmin says that the User has the given roleName. We can write role
(TenantAdmin, roleName) where any privilege granted to a role is granted to the Users with that role.
In order to include privileges over roles in the aforementioned 5-tuple model, the Subject is defined
either User or Role, and thus we have (Tenant, [User|Role], Privilege, Interface, Object). One
example of an authorization policy written according to this 5-tuple model could be:
(Tenant1Admin, role(Tenant2Admin, developers), Write, FTP, \root)
This can be interpreted as: the Tenant1Admin, grants anybody with role(Tenant2Admin, developers)
Write access to the \root accessing by FTP. The reader should note that role(Tenant2Admin,
developers) means the role “developers” specified by “Tenant2Admin”, and therefore this is a probe
that this formal model also support federation for those cases of cloud computing scenarios
composed of several business, each of them with their own authorization system. The way of
implementing the federation feature is out of this section. It could be using SLA, or adding a specific
component (named “Trust Manager” in the paper [4] ) for dealing with the trust relationships among
the different business/organizations.
According to the requirements described in the previous section 3.1, this conceptual model doesn’t
cover two of the requirements that we consider relevant to be supported in TREDISEC, namely:
“privacy-respectful” and “support for semantic and contextual constrains”. Taking this into account we
extend the previous 5-tuple to a 7-tuple:
(Tenant, [User|Role], Privilege, Interface, Object, Privacy, Constraints)
The new element “Privacy” is envisaged to include user privacy constraints whereas the “Constraints”
element is envisaged to include temporal, environment and physical geo-location constraints in the
policies.
Since it would be the case where we want to include several conditions under the Constraints
element, we propose to define this element as follows:
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Constraints (constraint1, constraint2,….)
Some examples of policies including these new elements are described below:
(Tenant1Admin, role(Tenant1Admin, users), Read, WebDav, \root, Statistic, (email
address is in atos.net domain, 9:00-15:00))
It could be interpreted as follows: The administrator of the Tenant1 Tenant1Admin grants users with
role “users” the privilege of “Read” all content (files…) under folder “\root” accessing by WebDav
protocol and whose “email address is atos.net domain”, and they access those resources/data with
“statistic” purpose within the timeframe 9:00-15:00
Another rule example could be the following:
(SwissBankAdmin, role(SwissBankAdmin, bankers), Read, WebDav, \customerdata,
Statistic, (Physical Geolocation within Switzerland, email domain is swissbank.ch))
It could be interpreted as follows: The admin of a swiss bank SwissBankAdmin grants employees of a
Swiss bank with role “bankers” the privilege of "Read" all content (files...) under folder "\customerdata"
accessed by the WebDav protocol, but only if they access those resources with “statistics” purpose
and they are physically within Switzerland as customer data should not leave the country. Additionally
their "email domain is swissbank.ch", to make sure that no contractors can access customer data.

5.2

Policies rules in XACML

The aim of this section is to provide some examples of TREDISEC access control policies written in
XACML language since our objective is to design an ABAC access control model to be implemented
later on with XACML.
Below we show the example of the access control policy previously defined in section 5.1, but using
the XACML standard. It is out of the scope to describe here the well-known XACML standard.
(Tenant1Admin, role(Tenant1Admin, users), Read, WebDav, \root, Statistic, (email address is in
atos.net domain, 9:00-15:00))
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<Policy xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" PolicyId="TredisecPolicy"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:Permit-unless-deny"
Version="1.0">
<Description>Tredisec access control policy example</Description>
<Target>
<AnyOf>
<AllOf>
<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match">
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">/root/*</AttributeValue>
<AttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"
DataType="http://www.w3.org/2001/XMLSchema#string"
MustBePresent="true"/>
</Match>
</AllOf>
</AnyOf>
</Target>
<!—users with role=”users” and action=”read”, if the reason for accessing the resources under
/root is for statistical purposes, then PERMIT -->
<Rule Effect="Permit" RuleId="Rule-1">
<Condition>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal"/>
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">read</AttributeValue>
<AttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
DataType="http://www.w3.org/2001/XMLSchema#string"
MustBePresent="true"/>
</Apply>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal"/>
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">users</AttributeValue>
<AttributeDesignator
AttributeId="http://wso2.org/claims/role"
Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.org/2001/XMLSchema#string"
MustBePresent="true"/>
</Apply>
</Apply>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal"/>
<AttributeValue
DataType="http://www.w3.org/2001/XMLSchema#string">statistics</AttributeValue>
<AttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:2.0:resource:purpose"
Category="urn:oasis:names:tc:xacml:1.0:attribute-category:resource"
DataType="http://www.w3.org/2001/XMLSchema#string "
MustBePresent="false"/>
</Apply>
</Apply>
</Condition>
</Rule>
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<!-- Resources under “/root collection can be read by only the users
(whose email address is atos.net domain) between 9.00am and 3.00pm -->
<Rule Effect="Permit" RuleId="Rule-2">
<Condition>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:time-greater-than-or-equal">
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:time-one-and-only">
<AttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:1.0:environment:current-time"
Category="urn:oasis:names:tc:xacml:3.0:attribute-category:environment"
DataType="http://www.w3.org/2001/XMLSchema#time"
MustBePresent="true"/>
</Apply>
<AttributeValue
DataType="http://www.w3.org/2001/XMLSchema#time">09:00:00+05:00</AttributeValue>
</Apply>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:time-less-than-or-equal">
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:time-one-and-only">
<AttributeDesignator AttributeId="urn:oasis:names:tc:xacml:1.0:environment:current-time"
Category="urn:oasis:names:tc:xacml:3.0:attribute-category:environment"
DataType="http://www.w3.org/2001/XMLSchema#time"
MustBePresent="true"/>
</Apply>
<AttributeValue
DataType="http://www.w3.org/2001/XMLSchema#time">15:00:00+05:00</AttributeValue>
</Apply>
</Apply>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"/>
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">
^([a-zA-Z0-9_.-])+@atos.net</AttributeValue>
<AttributeDesignator AttributeId="http://wso2.org/claims/emailaddress"
Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
DataType="http://www.w3.org/2001/XMLSchema#string"
MustBePresent="true"/>
</Apply>
</Apply>
</Condition>
</Rule>
</Policy>

30

Project No 644412
Date 30.03.2016

D4.1 A Proposal for Access Control Models for Multitenancy

Dissemination
Level

(PU)

Another useful policy rule written in XACML is defined below. It refers to the secure deletion (action
“delete”) of the resource “ResourceID” for the user “UserID”
<PolicyPolicyId=\"policy:resource-secure-deletion\"
RuleCombiningAlgId=\"urn:oasis:names:tc:xacml:3.0:rule-combining-algorithm:deny-unless-permit\"
Version=\"1.0\">
<Target>
<AnyOf>
<AllOf>
<Match MatchId=\"urn:oasis:names:tc:xacml:1.0:function:string-equal\">
<AttributeValue
DataType=\"http://www.w3.org/2001/XMLSchema#string\">UserID</AttributeValue>
<AttributeDesignator
AttributeId=\"urn:oasis:names:tc:xacml:1.0:subject:subject-id\"
Category=\"urn:oasis:names:tc:xacml:1.0:attribute-category:subject\"
DataType=\"http://www.w3.org/2001/XMLSchema#string\" MustBePresent=\"false\"/>
</Match>
</AllOf>
</AnyOf>
</Target>
<Rule Effect=\"Permit\" RuleId=\"rule:permit-secure-deletion\">
<Target/>
<Condition>
<Apply FunctionId=\"urn:oasis:names:tc:xacml:1.0:function:and\">
<Apply FunctionId=\"urn:oasis:names:tc:xacml:1.0:function:string-equal\">
<Apply FunctionId=\"urn:oasis:names:tc:xacml:1.0:function:string-one-and-only\">
<AttributeDesignator
AttributeId=\"urn:oasis:names:tc:xacml:1.0:action:action-id\"
Category=\"urn:oasis:names:tc:xacml:1.0:attribute-category:action\"
DataType=\"http://www.w3.org/2001/XMLSchema#string\" MustBePresent=\"False\"/>
</Apply>
<AttributeValue DataType=\"http://www.w3.org/2001/XMLSchema#string\">delete</AttributeValue>
</Apply>
<Apply FunctionId=\"urn:oasis:names:tc:xacml:1.0:function:string-equal\">
<Apply FunctionId=\"urn:oasis:names:tc:xacml:1.0:function:string-one-and-only\">
<AttributeDesignator
AttributeId=\"urn:oasis:names:tc:xacml:1.0:resource:resource-id\"
Category=\"urn:oasis:names:tc:xacml:1.0:attribute-category:resource\"
DataType=\"http://www.w3.org/2001/XMLSchema#string\" MustBePresent=\"false\"/>
</Apply>
<AttributeValue
DataType=\"http://www.w3.org/2001/XMLSchema#string\">ResourceID</AttributeValue>
</Apply>
</Apply>
</Condition>
</Rule>
</Policy>
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6 Design of the enforcement component
6.1

Description

The enforcement component, which is the key component of the TREDISEC access control model
described in chapter 4, is in charge of enforcing access requests for a specific resource against the
access control policies protecting the resource. These policies must have been defined by the owner
of the resource. Therefore the component will have to provide two different functionalities: policy
enforcement and policy management.
The enforcement component is based on the standard XACML, following a similar architecture to the
one proposed by the XACML specifications.

6.2

Architecture

The architecture of the enforcement component can be seen in Figure 5. As it can be seen, the
architecture followed by the enforcement component resembles closely the one proposed by the
XACML standard.

Figure 5: Enforcement component architecture

According to each specific situation, some components of the engine need to be adapted, while
others can, and must, remain generic for every situation. This is depicted in Figure 6.

Figure 6: Adaptable components

32

Project No 644412
Date 30.03.2016

D4.1 A Proposal for Access Control Models for Multitenancy

Dissemination
Level

(PU)

The first thing to notice in Figure 6 is that the Policy Administration Point (PAP) has been divided into
three sub-components, in order to showcase that the external interface provided by the PAP does not
change, while its internal components must adapt to the specific policy store and kind of policies to be
created. As seen in Figure 6, there are three types of components:


Core components are those which do not need to be modified for any implementation, as they
are standard for any XACML architecture.



Adaptable components are those which might need to be extended, or adapted, for each
specific situation in which the authorization engine is going to be used.



External components are those which are not provided with the component, but are required
in order for the component to interact with them. Currently the only such component is the
policy store, which is specific to each situation.

6.2.1

Components

6.2.1.1 Policy Administration Point (PAP)
The Policy Administration Point (PAP) is the component offering the functionality to manage the
access control policies. The Figure 7 shows a lower-level description of the component.

Figure 7: Policy Administration Point architecture

As depicted on the Figure 7, the PAP is divided into three different components:


Policy Manager: the external interface in charge of receiving the requests to manage policies.



Policy Generator: generates policies according to a specification.



Policy Deployer: deploys policies to a policy store.

The Policy Manager is receiving requests to manage policies. This includes creating, modifying and
removing policies. When a new policy needs to be created, the policy manager will contact the Policy
Generator, sending all the access control requirements in order to generate the policy fulfilling all
these requirements. Once it is generated, the Policy Manager will send the policy to the Policy
Deployer, which will store it appropriately inside the Policy Store.
6.2.1.1.1

Policy Deployer (PD)

The Policy Deployer (PD) is implemented as displayed in the Figure 8. The Policy Deployer has three
main functionalities: deploying policies, modifying existing policies and removing policies.
The Policy Deployer is closely linked to the Policy Store, therefore it will need to be adapted
accordingly to each type of store. To this end it was decided that the best approach would be to
implement the “factory pattern”, this way the Policy Manager will contact the PD Factory to obtain the
type of deployer specified in the configuration options without having to modify the code of the policy
manager.
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Figure 8: Policy Deployer architecture

6.2.1.1.2

Policy Generator

To generate policies the Policy Generator needs as input the data to be included in each policy, which
must specify the resource to be protected by the policy and the requirements to be allowed or denied
access to the resource. For this reason it might be required to adapt the generator to different kinds of
formats, depending on the kind of data that policies will require. The architecture of the Policy
Generator component can be seen in the Figure 9:

Figure 9: Policy Generator architecture

As can be seen in Figure 9, the factory pattern was used to create the Policy Generator. In this case,
there is a main generator, which receives input in JSON format and can create any kind of policies.
The other generators (implementing the Policy Generator interface) are meant to act as parsers
between the input format and the main generator. This way, for instance, the Simple Policy Generator
can receive a very simplified JSON and then transform it into a more complex version to be sent to
the Main Policy Generator.
Besides acting as parsers, the policy generators can also add information to the policies from other
sources besides the main request received. For instance, a specific project might want to add certain
restrictions to all the policies, so this could be done here.
6.2.1.1.3

Policy Enforcement Point (PEP)

The main task of a PEP is to receive access requests to resources, send them to the PDP to be
evaluated, and later enforce the result of this evaluation.
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Figure 10: Architecture of the PEP

Figure 10 displays the architecture of the PEP. The PEP will be receiving external requests. Since
access requests can come in different formats the PEP needs to be easily extensible. To this end the
factory pattern was used to implement it.
The PEP will then extract the information from the request and set it up in a format understandable by
the Context Handler, so that it generates a XACML request to be sent to the PDP for evaluation.
The access request is then evaluated by the PDP against the policies protecting the resource trying to
be accessed. After that, the PDP will send a XACML response back to the PEP. The PEP will read
the response and act accordingly, either allowing or denying the access to the requested resource.
The policies protecting a resource can also add advices and obligations. In case they exist, the PEP
is the one in charge of providing these advices to the requester and ensuring that the obligations are
adhered to before, allowing the access request to go through.

6.2.1.2 Context Handler
The Context Handler has the functionality of transforming access requests in a specific format from
the PEP into XACML requests for the PDP. At the same time it also has to be capable of transforming
XACML responses from the PDP into the native format of the PEP.
When it creates a response or a request the context handler can add some additional attributes, for
example the timestamp of the request.

6.2.1.3 Policy Decision Point (PDP)
The PDP is the component where the access request is evaluated against the policies protecting the
resource trying to be accessed.
The PDP is first contacted by the PEP, receiving the request. Then the PDP contacts the PRP to
retrieve the policies that are protecting the access to the resource that the request is trying to access..
Once it has received the request and retrieved the policies, the PDP will evaluate them and make a
decision, which will be presented as a XACML response. This response can be either sent directly to
the PEP or be transformed to the native format of the PEP first through the Context Handler.

6.2.1.4 Policy Retrieval Point (PRP)
The PRP is the component in charge of retrieving the policies protecting a resource from the Policy
Store.

35

Project No 644412
Date 30.03.2016

D4.1 A Proposal for Access Control Models for Multitenancy

Dissemination
Level

(PU)

Figure 11: Architecture of the PRP

Figure 11 depicts the architecture of the PRP. Similarly to the Policy Deployer, the PRP must adapt to
each policy store to be used, therefore it was decided to use the factory pattern to provide an easier
way to adapt to different kinds of stores.
The PDP contacts the PRP whenever it receives a request to be evaluated. Once contacted with a
resource ID, the main task of the PRP is to search the policy store (or stores) to retrieve all the
policies which are protecting the particular resource. Once retrieved, these policies from the Policy
Store will be sent to the PDP to evaluate the request and decide on the access.

6.2.1.5 Policy Store
The policy store is the component where all the policies must be contained. Therefore it is a critical
part of the architecture, as it is involved both in the policy management as well as in the policy
enforcement.
The policy store is an external component to the enforcement component. This means it is not to be
provided directly with the enforcement component, but it is still important enough to be included in the
architecture.
The enforcement component can interact with one or more policy stores at the same time, but these
stores can be provided in many different formats. They can be represented by the filesystem or they
could be any kind of database.
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7 Conclusions and next steps
Firstly in this deliverable we described several access control models according to their evolution over
time, namely: early models such as Mandatory Access Control (MAC)/ Discretionary Access Control
(DAC), later the access control lists (ACLs), then the Role-Based Access Control model (RBAC) and
finally the Attribute-Based Access Control (ABAC). For RBAC and ABAC models an analysis about
their main benefits and drawbacks was outlined, and especially when those models are applied to
access control in dynamic environments, as is the case of multi-tenant cloud systems. Once the
description of the different access control models has been introduced, the document also discusses
why the ABAC approach is the best candidate for addressing the access control model in TREDISEC.
The main objective of this deliverable is to provide the definition of an access control mechanism
supporting multi-tenancy. With this purpose in mind, firstly an analysis of the access control
requirements imposed by the cloud computing model that TREDISEC is targeting (i.e. efficient and
secure) is carried out and then an analysis of the access control requirements extracted from the
TREDISEC use cases relevant to the goals of this deliverable, namely UC1-UC2 and UC3 is also
carried out. Once the access control requirements have been collected, we selected those considered
necessary to be included in the devised access control model.
The document describes the TREDISEC access control model, which is an ABAC model supporting
multi-tenancy, and how this model fulfils the aforementioned selection of recommended requirements.
In addition, the core element of the proposed access control mechanism, which performs the policy
enforcement, is documented in detail.
Additionally the deliverable also introduces a formal language for defining the access control policies
and some examples of policies described according to the enforceable policy language XACML.
Finally, this document concludes with an initial design of the enforcement component, which will
perform the specification, management and enforcement of the access control policies in TREDISEC.
It will be developed and presented more in-depth in the next D4.4 due in month 24.
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