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» » Supporting data reduction
» » Enabling secure data processing
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Trust-aware, Reliable
and Distributed Information
Security in the Cloud

» » Ensuring user isolation in multi-tenant systems
• Developing and evaluating a unified framework to
support the orchestration of the security mechanisms
in different use case scenarios
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TREDISEC assumes a generic
architecture of tenants
interacting with the cloud
providers that will be modified
and extended to support
secure and privacy preserving
data processing.
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Follow a Security
by Design approach
and foster adoption
within current cloud
providers

•

Allow the combination
of modular solutions
to satisfy multiple
requirements
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Enable Cloud Service
verifiability and
promote the paradigm
of “trustworthy cloud
services”
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This approach founds on
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About TREDISEC
“The current trend for data
placement shows a steady
shift towards “the cloud”.
The advent of cloud storage
and computation services
however comes at the
expense of data security
and user privacy. To remedy
this, customers nowadays
call for end-to-end security
whereby only end-users
and authorized parties have
access to their data and noone else.
In TREDISEC, we address
this problem and exploit
both existing and novel
approaches to deliver a
number of practical security

solutions for cloud storage
and computations, which
makes the cloud a secure
and efficient haven to
store data. We plan to
step away from a myriad
of disconnected security
protocols or cryptographic
algorithms, and to converge
on a single framework where
all objectives are met.
By doing so, TREDISEC aims
at creating technology
that will impact existing
business and will generate
new profitable opportunities
long after the project is
concluded.”

