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EU-Funded Cybersecurity and Privacy investment
shortening the gap from research to innovation
 Digital single market would create hundreds of thousands of jobs across a
vibrant, knowledge-based EU society.

OVER 40 top tech, EU funded, trust and security projects, including
TREDISEC (Trust-aware, Reliable and Distributed Information Security in the
Cloud), with focused research activities in hot topical areas such as mobile
devices technologies and tools, cloud security, cryptography and trustworthy
network and services infrastructures are being showcased live at a major EU
Innovation forum this week, where over 500 cyber security and privacy experts,
project leaders, industry, academics and visionaries are also pooling their
knowledge to create a safer and more secure ICT environment.
Over the past 9 years almost €361 million in EU funding has been invested in
security and privacy research innovation, bringing together large industry,
SME’s , public bodies and academics at an EU level to significantly improve
and address the current and future cybersecurity and privacy issues faced by the
end-citizen in the modern society we live in.
Their intensive work, with specific focus on technology transfer and impact, is
helping shorten the gap between research and innovation as they work towards a
digital single market, the 500 plus delegates at the Cybersecurity & Privacy
(CSP) Innovation Forum 2015 will hear.
The EU-wide Forum is organised by the European Commission, DG CNECT
(Unit H4 Trust & Security), the Cybersecurity & Privacy (CSP) Forum and
supporting projects (IPACSO, TREsPASS, PRIPARE, A4CLOUD, SECURED,
ATTPS). Collectively, all involved are helping foster a digital single market
which experts say has the potential to create up to €250 billion in additional
growth and hundreds of thousands of jobs across a vibrant, knowledge-based
EU society.
Among the significant and most successful, pioneering projects featured in a
comprehensive booklet produced for all delegates by the EU funded CSA

project SecCord, “Security and Trust Coordination
Collaboration” are success stories which include:

and
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 ACDC – an advanced cyber defence centre funded to the tune of €7.7
million which acts as a dedicated online service for EU citizens and
informs them of cyber threats and botnets
 SECURED – it received €2.7million and provides improved protection to
the end user, whether they’re using a laptop which has plenty software to
cover against threats, or a car entertainment system or smart television
which has far less. Telefonica is already exploring how to use it and HP is
interested in offering it on its network devices.
 The Tabula Rasa – it got €4 million and its face recognition, software
countermeasure team is working with world leader in biometric solutions,
Morpho (Safran) on the project.
 ABC4Trust – an €8.8 million privacy-preserving communications
network which was successfully trialled in a Swedish school and is
expected to be rolled out across a variety of EU public services and
organisations.
The SecCord project examined EU-financed projects in detail and found that
many of the European research projects in ICT security and trust have “been
particularly successful in shortening the gap from research to innovation, thus
creating the stepping stone for a vibrant market in secure and trustworthy ICT in
Europe.”
Over the two day Brussels event, delegates will speak directly to the 41
pioneering teams showcasing and to the European Commission project and
policy officers in this domain. On behalf of the TREDISEC consortium, Beatriz
Gallego-Nicasio Crespo, from Atos, will speak to the audience about the
objectives and the schedule of the project.
They will network and discuss hot topics such as cybersecurity and privacy
issues and how they are being dealt with on a daily level, impacting end users
and industry. They will also actively debate potential solutions, future roadmaps
and challenges that need to be considered now in order to address such
concerns.
Trust and security in the digital world are the very foundations of a Digital
Single Market according to Jakub Boratynski, Head of Unit of Trust and
Security, DG CONNECT, European Commission in his contribution to the
SecCord publication.

“Millions of EU citizens rely on the Internet for ever more services, while at the
same time the digital world is still vulnerable. Technical failures and malicious
attacks occur at alarming intervals and failure to respond to these incidents will
mean consumers losing confidence in the digital world, businesses losing
money and even national security being at stake.
“European citizens have to know and trust that the systems underpinning the
digital world are safe and secure so they, and also business, can fully reap the
benefits of the digital economy. The European Strategy on Cybersecurity sets
out ways to strengthen network and information security across the EU to make
Europe more trusted and secure online,” he said.
Mr Boratynski commended those involved in the SecCord project for the
difficult task the team undertook in analysing the projects and presenting their
findings in a comprehensive brochure for delegates. “European scientists and
companies are working hard to make the journey to a trustworthy digital
world,” he remarked.
The Brussels Forum includes addresses from European Commission experts,
among them Zoran Stančič, Deputy Director-General; Giovanni Buttarelli,
European Data Protection Supervisor, Paul Timmers. Director of the
Sustainable & Secure Society Directorate and Jakub Boratynski Head of Unit,
Trust and Security.
The EU-funded FP7 Research & Development Framework Programme has
financed a host of ground-breaking industry and problem-focused R&D projects
addressing the security and privacy of ICT.

 For more on the ground-breaking two day event, log on to
http://www.cspforum.eu/2015
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